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Abstract—Digital disinformation, such as those occurring on
online social networks (OSNs), can influence public opinion, create
mistrust and division, and impact decision- and policy-making. In
this study, we propose a disinformation diffusion trend analysis
and identification method, which utilizes social situation analytics
and a multilevel attention network. First, we present a division and
feature representation approach of social user circle based on the
content sequence (internal driving factor) and social contextual
information (external driving factor) of users associated with
disinformation. Second, disinformation content feature, crowd
response feature and time-series feature are represented by
utilizing embedding layer and bidirectional long short-term
memory neural networks (Bi-LSTM). We also present an attention
mechanism model based on multi-feature fusion, which can
dynamically adjust the weight of each feature. On this foundation,
the fused features are fed into the multi-layer perceptron to
identify the propagation quantity trend. According to the
experimental results of real-world OSNs and social situation
metadata, we conclude that while disinformation occurs across
OSN platforms, the disinformation is more likely to spread widely
in the original OSN platform. We also identify four typical
disinformation propagation trends based on propagation patterns
and propagation peak times. Findings from our experiments
demonstrate that our proposed approach accurately identifies and
predicts the diffusion trend of disinformation, which can then be
utilized to inform mitigation strategy.

Index Terms—Disinformation, social situation, user behavior,
propagation trend analysis, attention network.

I. INTRODUCTION

NLINE social networks (OSNs) have become an
important tool for information exchange and sentiment
communication in our digitalized society [1][2][3]. On
the flip side, OSNs can be abused to generate and spread false
information and rumors, such disinformation can take place in
real-time and far-reaching (e.g., received by users from
different countries). More concerning, researchers have found
that fake news spreads faster and has broader coverage in
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comparison to actual (fact-checked) news on OSNs [4]. In the
context of the recent COVID-19 pandemic, the spread of false
information relating to the virus and vaccines has been known
to mislead large populations in different countries and create
division within the society [5][6]. This reinforces the
importance of designing effective and advanced approaches,
such as deep learning [7] and broad learning [8], to accurately
identify the spread of false information in real-time, as well as
predicting the disinformation spread based on recent trends.
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Fig. 1. A simplified example of disinformation flow.

The spreading of false information can be broadly
categorized into disinformation and misinformation [9][10].
Disinformation (see also Fig. 1) refers to the malicious
spreading of false information, whilst misinformation is the
spread of false information spread unknowingly (i.e., without
malicious or bad intention). In other words, the goal of
disinformers is to support their opinions by changing the views
of other disseminators using false information, and
disinformers are unlikely to change their opinions and beliefs
about the topic. On the contrary, misinformers who propagate
misinformation are likely to change their stand after obtaining
reliable evidence of the information’s authenticity [11]. Given
the malicious nature of disinformation, we will focus on the
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dissemination trend of disinformation in this article.

Disinformation dissemination approaches can be divided into
three categories, and of which infectious disease dynamics
based-approaches appear to be the most popular [12][13].
However, these approaches have two major limitations. First,
the propagation dynamics models are only theoretical modeling
of false information dissemination in nature, and second, they
only focus on the propagation of one type of false information.
To overcome the limitations of existing infectious disease
dynamics-based approaches, scholars have also adapted deep
learning-based approaches to study false information
dissemination [14][15]. For example, one can utilize word
embedding to represent the content of false information, and
then further analyze and mine the behavior patterns of users
spreading false information. Approaches in the third category
analyze the statistical properties of the false information
propagation (e.g., using Lorentz curve, Gini coefficient and
Parma ratio) [16]. For example, some researchers study the
differences in their propagation modes by combining real
information with false information at the early stages of
dissemination [17].

Fig. 2 The division structure graph of social user circle. It
consists of two subgraphs, namely the user-disinformation
interaction subgraph (left part) and the social user relation
subgraph (right part). Note that t;, t, and t, represent the time
when the user propagates disinformation.

The spread of false information in OSNs shows the
characteristics of a circle (group) clustering structure, which is
similar to the traditional
social interpersonal relationship network. A social user circle
(group) usually refers to a collection of users with the same or
similar interests and social relationships. The latest research
results on groups and social circles have been reported by Moon

and Liu in the field of network science and engineering [18][19].

Here, Moon et al. [18] proposed a group-based continuous-time
Markov epidemic dynamics model, Liu et al. [19] introduced
the representation of social user circle into a personalized
recommendation algorithm to improve the recommendation
effect of the model. Inspired by [18][19], we realize the division
of the social user circle from two aspects: the content of users
spreading false information and users’ social contextual
information. Fig. 2 shows the division structure of the social
user circle.

A summary of existing challenges is as follows.

1. Complexity and interactivity of the circles’ structure of
false information dissemination: Existing false information
dissemination approaches do not generally consider the impact
of social user circles on disinformation propagation. Therefore,
the formal representation and division of social user circles
remain one of the challenges yet to be addressed.

2. Dynamics of weight distribution of multiple propagation
features: Different propagation characteristics may have
different impacts on false information propagation at different
periods. This reinforces the importance of accurately
quantifying the weight distribution mechanism of various
propagation characteristics.

3. Effectiveness of cross-platform propagation trend analysis
and early warning: If we are able to more effectively utilize
limited observation data to analyze the correlation of cross-
platform false information dissemination trend, we will be able
to facilitate the early detection of disinformation dissemination.

Situation analytics has been widely studied by software
engineering researchers [20][21][22]. With the diversification
of social network services, significant human-centered data has
been generated in human-human and human-machine
interactions. In our prior work [23], we demonstrated how one
can use the social situational analysis theory to analyze social
user behavior patterns. However, we observe that
communication trend identification has not been discussed in
the disinformation propagation literature. Therefore, we seek to
study false information dissemination in OSNs using an
integrated social situational analysis theory and deep learning-
based approach. Specifically, in our approach we propose a
division and representation of the social user circle from two
aspects, namely: content of users spreading disinformation and
social contextual information of users. Considering the various
propagation characteristics of disinformation, an attention
mechanism is introduced to solve the weight distribution
problem of propagation characteristics. Furthermore, we select
statistical indicators, such as the Lorentz curve and Gini
coefficient, to analyze and discuss the correlation between the
dissemination trend of disinformation and the type of audience
entity and dissemination time, and identify the dissemination
trend of disinformation. The main contributions of this article
can be described as follows.

1. We propose a social user circle division and representation
method based on users’ dissemination of disinformation content
(internal driving factor) and social contextual information
(external driving factor). Specially, according to the content
sequence of users spreading disinformation over a period of
time, this study proposes a user content preference feature
representation model based on Bi-LSTM and auto-encoder to
realize the hidden representation of user content preference
features. Moreover, according to the strength of the social
relationship between users and their directly connected friends
set, a user relationship representation model based on the
attention mechanism is proposed to realize the hidden
representation of users’ corresponding social relationship
characteristics. The above two types of features are
concatenated, and the division and representation of the social
user circle are realized through an unsupervised clustering
algorithm, which is applied to the identification of the
disinformation dissemination trend.

2. We propose an attention mechanism model based on
multi-feature fusion, which can dynamically adjust the weight
of each feature. Moreover, the content feature, crowd response
feature and time-series feature are represented by the
embedding layer and Bi-LSTM. Thus, the fused features
including content feature, crowd response feature, time-series



feature and social user circle feature are fed into the multi-layer
perceptron to identify the propagation quantity trend.

3. We collect 1,858,575 Socialsitu metadata based on social
situation analysis technology, and assess the performance of the
approach presented in this article through a range of
experiments. The experimental results show that the
communication trend identification method proposed in this
study can not only accurately identify the communication
quantity trend of disinformation in the future, but also provide
support for the government and management departments to
take effective intervention measures in advance. To our
knowledge, we are the first to investigate a trend identification
method of user spreading disinformation based on social
situation analytics in a realistic online social network scenario.

4. In the process of identifying the spread trend of
disinformation, we draw two interesting and vital conclusions:
i) while disinformation occurs across OSN platforms, the
disinformation is more likely to spread widely in the original
OSN platform. ii) we identify four typical disinformation
propagation trends based on propagation patterns and
propagation peak times.

This article is organized into six sections. In Section Il, we
review other related approaches for false information
dissemination. Section Il describes the problem, and Section
IV presents our proposed approach. In Section V, we present
and discuss our evaluation findings, prior to concluding our
research in section VI.

1. RELATED WORKS

Understanding the dissemination of false information in
OSNs from different perspectives have been extensively
studied in recent years. Here, we will focus on approaches based
on infectious disease dynamics, statistical properties of social
networks, and deep learning — see Sections I1.A to I1.C.

A. Infectious disease dynamics-based approach

Using infectious disease dynamics-based false information
dissemination approaches to mine propagation patterns of false
information has been widely studied and discussed [12][13]
[24][25][26][27]- For example, Shrivastava et al. [12] proposed
a false information defensive dynamics model by utilizing a
susceptible-verified-infected-recovered model, and analyzed
and discussed the stability, equilibrium and basic reproduction
number of the model. Dong et al. [13] presented an SIS rumor
propagation dynamics model, in which they combined the
propagation dynamics and population dynamics model. They
also discussed the effects of different infection rate and cure rate
parameters on the emerging rumor propagation behavior.
Rumors and authoritative information propagation model was
proposed by Zhang et al. [24]. They established a super
propagation mechanism and estimated the basic reproduction
number and final propagation scale of the model. In [25], a
rumor propagation model based on multi-feature fusion was
designed. On the basis of it, they further proposed a multi-
feature rumor blocking strategy with a multi-layer network
structure. For multi-layer social networks, the two-layer rumor
propagation dynamic model has been analyzed and discussed
by Cui et al. [26] who considered the internal characteristics and
propagation structure characteristics of rumor. Wang et al. [27]
constructed an improved energy model and analyzed the

propagation mode and control strategy of rumors in multi-layer
social networks.
B. Statistical properties of the social networks-based
approach

Statistical properties based on false information
dissemination approaches mainly rely on some classical
statistical indicators to quantify and compare propagation
patterns of false information [4][16][17][28][29]. For example,
Vosoughi et al. [4] selected the number of nodes and cascades
as indicators to quantify and compare the differences between
the two types of information in depth, size, maximum breadth
and structural virality. This research work provides important
ideas for correctly distinguishing true news from false news.
Glenski et al.[16] used three classical statistical indicators
including Lorenz curve, Gini coefficient and Parma ratio, to
quantify and analyze the propagation behavior of different users.
The authors found there were significant differences in the
propagation behavior of users from various news sources. Zhao
et al. [17] analyzed and compared the propagation patterns of
real and fake information in the early spreading stage. They
found that the propagation patterns of fake information are
significantly different from that of real information in OSNSs. In
addition, research on the propagation patterns of false
information by social bots has also been reported [10][28][29].
For instance, Shao et al. [28] studied the propagation pattern of
social bots spreading low-credibility content information. The
authors found social bots not only spread such information after
it is published but also focus on a large number of influential
users through the reply and mention functions of social
platforms. In [29], the relationship between social bots and false
news propagation time was explored. They found evidence that
social bots are usually active in the early spreading moments.
At the same time, the communication target of social bots was
more inclined to social user groups with certain influences.
C. Deep learning-based approach

Due to renewed interest in deep learning, it is not surprising
that there have been attempts to utilize deep neural networks to
study the false information dissemination model in OSNs. For
instance, Xiao et al. [14] provided a rumor propagation
approach in OSNs based on representation learning and game
theory. The authors first expressed the feature space of rumor
and anti-rumor by utilizing the representation learning method.
Next, the relationship between rumor and anti-rumor was
quantified and analyzed based on game theory. Finally, they
presented a group behavior model of dynamic rumor and anti-
rumor propagation. In [30], the authors analyzed the differences
between false information disseminators and non-
disseminators in user characteristics. Based on the analytical
observations, they further exploited the multilayer perceptron
model to predict the trend of users’ spreading false information.

Attention mechanism was first widely used in visual
attention systems and showed unique advantages [31]. In recent
research, researchers have applied attention mechanisms to
solve the modeling problem of social network scenarios. For
example, Yu et al. [32] extracted the importance weights of the
content and time of false information based on the attention
mechanism. They established a content and temporal co-
attention mechanism which was capable of reducing the effect
of noise data. Ni et al. [33] constructed a multi-perspective
attention network by considering text semantic attention and



propagation structure attention. In [34], Chen et al. developed a
deep attention network for learning the time-series
representation of false information posts. This approach was
automatically capable of capturing hidden representations of
posting series.

Note that OSN platforms such as Weibo, WeChat, QQ, etc.,
possess the information sharing function including sharing to
the local social platform or third-party social platforms, as well
as individuals or groups. Therefore, based on the typical OSN
platforms architecture, this paper carries out a series of research
on the analysis and identification of the disinformation
dissemination trend.

I11. PROBLEM DEFINITIONS

A. Problem Statement

The main research goal of this article is to analyze and
identify the spread trend of disinformation in OSNs. The
specific definitions utilized herein are given as follows.
Definition 1: The user historical propagation disinformation
collection is defined as G ={(F,u))|F ={f,, f,,---, f. },u eU}.

By definition, Gy is the user u; historical propagation
disinformation collection, which is composed of disinformation
sequence F propagated by the user ui. fi={w1, Wo,...,wWn}, Where
fi denotes the i-th disinformation spread by the user u; and w;
denotes the j-th words belonging to f; .

Definition 2: A social situation at time t, Socialsitu(t), is defined
as Socialsitu(t)={obj, ID, d, A, E, T}

Based on the social situation analysis theory presented by us
[23][35], we introduce the social object (obj) tuple and social
target (T) tuple by considering the social scene of
disinformation propagation. Specially, obj represents the social
object accessed by social users, such as disinformation and true
information. ID denotes the social user’s identity information
(user’s group and role). d denotes the user’s atom-desire at time
t. Arepresents the user’s behavior corresponding to d at time t.
E represents environmental information, which includes the
terminal information that the user used. T denotes the target of
audience entities, including the local platforms, individuals,
groups and circles of friends of the third-party platforms.
Definition 3: The social relationship between social users is
expressed as SR ={(eij )‘U‘X‘U‘,lg i j<up.
Here, €; represents the total number of responses from u; to

ui. Specifically, it refers to the number of likes, shares and
comments of u; on the disinformation published by u;. Note that

€;and €; represent different meanings between u; and u;. We
can quantitatively find the strength of the relationship between
users through a directed link €; and €;; .
Definition 4: The propagation sequence of disinformation f;,
prop(fi), is denoted as
prop( f.) ={(u,, socialsitu(t,)), (u,, socialsitu(t,)), -, (u, , socialsitu(t, ))} .
Here, the spread of disinformation can be regarded as the
propagation time-series concerning socialsitu. socialsitu (t)
represents the corresponding socialsitu of the user ui at time ty.

Therefore, the set of disinformation propagation sequences can
be defined as S={prop(f1),prop(f),... ... ,prop(fn)}.

Definition 5: ldentification of disinformation dissemination
trend.

For a given disinformation f;, according to the propagation
sequence prop(fi) of the disinformation from the release time to
to the current time t, the content characteristics ¢/, crowd
response characteristics I, time-series characteristics p; and
social user circle characteristics sc’ of the disinformation are
constructed and represented, and on this basis, the propagation
trend §, = f(c/,r’, p/,sc") of the disinformation f; at time t; + At
is further identified. This study aims to explore the optimal
mapping function f, so that it can accurately identify the
propagation trend y, of disinformation f;.

In order to more clearly describe the above definitions given

in this part, we summarize the key symbols and their
corresponding meanings in Table I.

TABLE |
THE KEY NOTATIONS IN PROBLEM DEFINITION
Notation Description
U A user u;
U The social user collection
fi The i-th disinformation
F The disinformation collection
Gu The user historical propagation disinformation
E

collection

SocialSitu(t) A social situation at time t

SR The social relationship between social users
prop(f;) The propagation sequence of disinformation f;
S The disinformation propagation sequences
collection
to The release time
te The current time
c/ The content characteristics
1
r! The crowd response characteristics
I
p_f The time-series characteristics
I
sc’ The social user circle characteristics
9 The identified propagation trend of

disinformation f;

B. Problem Formulation

This part formally describes our research problem in this
article. First, we construct the user historical propagation
disinformation collection G¢ ={(F,u)|F ={f,f,--- f,}u €U} ,
social situation six-tuple sequence Socialsitu(t)={obj, ID, d, A,

E, Th, and social relationship between social users
SR:{(eij)‘U‘X‘U‘,lsi,js\u[}. Second, the division of the social
user circle is realized from the disinformation content

transmitted by users (internal driving factor) and users’ social
relationship network (external driving factor). Then, according



to the disinformation propagation sequence
prop( f.) ={(u,,socialsitu(t,)), (u,, socialsitu(t,)), -, (u, , socialsitu(t, ))}
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Fig. 3. The proposed framework for disinformation diffusion trend analysis and identification. It includes three major components:
input part, model construction and output part. The input part contains social user spread disinformation collection such as COVID-
19 topic, social user attribute collection such as account age, gender and friends count, etc., and social user relationship collection
including the interactions (i.e. the number of likes, shares and comments) between users. The model construction part is mainly
composed of social user circle division and representation by utilizing Bert, Bi-LSTM, auto-encoder network, and cluster algorithm,
and multi-feature (content feature, crowd response feature, time-series feature and social user circle feature) fusion and
representation by utilizing embedding layer, Bi-LSTM and attention mechanism. The output part includes the results of propagation
trend analysis and identification, such as correlation analysis between the dissemination trend of disinformation and the types of
audience entities, propagation trend performance analysis.

the content characteristics, crowd response characteristics and 1) Input: According to the relevant definitions and
time-series characteristics are represented, and the feature descriptions given in part 1lI-A, the input part
weight is dynamically adjusted through the attention corresponding to the model can be represented as follows.
mechanism. Finally, the fused features are fed into the multi- 1. The social user set U ={uy, - uy}

layer perceptron to identify the propagation quantity trend Y" of 2. The social user historical propagation disinformation

the disinformation after the time At . More specifically, the collection G ={(F.u)| F =€, f,.--- 13,4, €U}
roblem is described as follows. o U R e
P ! I U:{u,u,m,uV;/ 3. The i-th disinformation fi={wi, wa,...,Wn}.
. {(Fu)lFl{:f ‘“‘f}u 0 4. The social user relationship network
F = URU) TR = Ty Tl € _ .
) . SRf{(eij)‘U‘x‘U‘,lsl,JS\U[}.
Socialsitu () ={obj, ID, d, A, E, T} PIY|G.F SR'S) 5. The disinformation propagation sequence
SR={(e 1 <1 <V - prop(f.) ={(u,,socialsitu(t,)), (u,, socialsitu(t,)), -+, (u,, ocialsitu(t, ))} .
prop(f;) ={(u,, socialsitu(t,)), (., socialsitu(t,), -, (u,, socialsitu(t, )} 6. The disinformation propagation sequences collection
S={prop(f,), prop(f,),-, prop(f,)}




S={prop(f1),prop(fz), ... ...,prop(fn) }.
2) Output: Based on the above description, the outputs of the
model can be expressed as follows.
1. The characteristics of the social wuser circle
SC ={sc,,sc,,--,sc,}. We establish a social user circle division

model by considering the content sequence and social user
relationship of users spreading disinformation. First, based on

the disinformation collection G¢' propagated by user uj, the

preference characteristic Xﬁi') of user u; propagated content can

be obtained. Second, according to the user’s social relationship
set SR, the user’s social relationship characteristic XL(JIS) can be

represented. Finally, the social user circle is divided by a
clustering algorithm, and its corresponding features SC are also
represented.

2. The quantity trend of disinformation dissemination
Y"=argmax;, P(Y,|G,F,SR,S) . To accurately identify the propagation
trend of disinformation after the period 4¢, based on the division
of social user circle, this article establishes a multi-feature
fusion attention model by combing the characteristics of social
user circle, the content characteristics of disinformation, the
crowd response characteristics of disinformation and time-
series characteristics. This model is capable of dynamically
adjusting the weight of each feature. In addition, the fused
features are fed into the multi-layer perceptron model to
identify the propagation quantity trend.

IV. PROPOSED METHOD

To discuss and analyze the problems proposed in the
previous sections, first, a social user circle division and
representation method based on users’ dissemination of
disinformation content and social contextual information is
presented. Specially, during the process of social user circle
division, according to the strength of the social relationship
between users and their directly connected friends set, a user
relationship representation approach based on attention
mechanism is presented to realize the hidden representation of
users’ corresponding social relationship characteristics. Next,
we propose an attention mechanism model based on multi-
feature (content feature, crowd response feature, time-series
feature and social user circle feature) fusion to dynamically
adjust the weight of each feature. Finally, the fused features are
fed into the multi-layer perceptron to identify the propagation
quantity trend. In addition, we develop an approach based on
statistical indicators, such as Lorentz curve and Gini coefficient
to quantify and analyze the correlation between the
dissemination trend of disinformation and the types of audience
entities. The model framework of the disinformation
propagation trend is shown in Fig. 3.

A. Social User Circle Division and Representation Method for
Disinformation Dissemination

In this section, we extract the content preference
characteristics and social relationship characteristics of users’
dissemination of disinformation from two perspectives: i) the
dissemination sequence generated in the interaction between
users and disinformation, and ii) the strength of the social
relationship between users. Then, an improved affinity

propagation (AP) clustering algorithm is utilized to realize the
social user circle division and feature representation of
disinformation dissemination.

The content of social users’ historical dissemination of
disinformation can objectively reflect users’ internal interests
and preferences. To accurately capture the semantic and
contextual information of disinformation, we utilize the pre-
trained Bert (bidirectional encoder representations from
transformers, Bert) model [36] to encode each disinformation
according to the text sequence of disinformation transmitted by
each user. The k-th disinformation fi spread by the user u; is
represented as follows.

thui) :{Xkl’”.'xknk}: Bert(f,) 1)
where X,; € R% , dy refers to the dimension of word embedding.

Compared with the classical LSTM model, Bi-LSTM can
consider the forward and backward information flow in the
network at the same time. Considering that there may be a
certain correlation between users propagating disinformation in
different periods, we establish a user content preference feature
representation model based on Bi-LSTM and auto-encoder.
Moreover, to reduce the cost of manually extracting complex
features, this auto-encoder model can effectively encode the
features corresponding to the user propagated disinformation
through unsupervised learning. According to the user u;
historical propagation disinformation sequence matrix

X, ={¢";--x7} , the encoder can be constructed as
¢:X, > X" Moreover, the input vector x of the t-th position,
the hidden state h® of the previous position and the hidden

state h'? of the next position, are transformed into the hidden

state h; of the current time step through Bi-LSTM, which is
specifically expressed as follows.

Y =LSTM(H) x) (2)
h® =LSTM(h7.x) (3)
h=h" &N (4)

where h® and h'® represent the output of the t-th position of
the forward and backward LSTM layer, respectively, ® refers
to the concatenation operation between h® and h® , h

denotes the output of the t-th position of the Bi-LSTM network.
By updating and iterating the hidden state, the hidden vector

Xﬁi') of user propagation disinformation can be obtained. For the

decoder ¢, : Xﬁi') — X, , the decoding process is opposite to the

encoding process, and the original user propagation
disinformation sequence matrix X, can be reconstructed.

Therefore, the auto-encoder network can be represented as

z,=Bi-LSTM( X, ) (5)
Xﬁ,” =¢(Z,) (6)
z, =Bi-LSTM(x{") (7)
X, =$,(Z,) (8)

where ¢4 and 4, refer to the corresponding activation functions
of the model in the process of encoding and decoding,



respectively. The loss function of the auto-encoder model can
be defined as

X, =X

Ui Uillp

Loss, = i

) ©)

In the training process, we continuously adjust the model
training parameters according to the loss function value of the
auto-encoder to obtain the hidden representation of the user
propagation disinformation sequence. After the model training,
we remove the decoder and only retain the encoder
corresponding to the model. The output vector x{" of the

encoder is used as the interest and preference feature vector of
the user spreading the disinformation content.

According to the relevant theory of user relations in OSNs
[37], the preferences of communicators are usually easily
affected by their directly connected friends. Therefore,
communicators may have similar interests and preferences with
their friends. Inspired by reference [38], on the basis of
extracting the interests and preferences characteristics of the
neighbors set N(i) of the user u;, the social relation characteristic
of the disseminator u; is represented as follows:

X = (W - Aggre g ({ X, Vs e N(i)})+b)  (10)
where ¢ refers to the nonlinear activation function, that is Relu,
Aggre ) represents the aggregation function for neighbors

of user u; In fact, the strength of the relationship between
communicators and their directly connected friends may be
different, and they are more inclined to spread disinformation
to friends with strong relationships. Therefore, to more fully
represent the characteristics of users’ social relations, we
further capture the neighbors who have an important impact on
the communicator u; by using an attention mechanism. The
specific formulas are shown as follows.

Xf) =(p[W { Z ai5x5}+bj
seN i)

% =W, - (W - X, +1) +b,

_ exp(a) 13
D Y= (13)

where ¢, refers to the strength of the relationship between the
disseminator u; and its neighbor. The communication content
features X\ and social relationship features X are

uI

neigb(u;

(1)

concatenated, and the communication preference features of the
user u; are expressed as follows.

¢, =concat(x”, X)) (14)

AP is an unsupervised machine learning algorithm, which is
suitable for coping with large-scale high-dimensional data [39].
Compared with the traditional unsupervised algorithms such as
K-means, the advantage of AP clustering algorithm is that it
does not need to manually set the number of clusters in advance.
In addition, this algorithm avoids the local optimization
problem caused by selecting an inappropriate cluster center for
initiation. We calculate the similarity matrix S between users
according to the propagation preference feature vector c, of

each user uij,

Sway  Swud 7 S
g | S Sww Stz ) (15)
St St 7 St
2
where s, =-[c, —¢, The  cluster  center
i Yk i k

SC ={sc,,sc,,-,s¢,} is obtained by using an improved AP

algorithm [40], in which sc; denotes the feature corresponding
to the i-th cluster center.

Algorithm 1 The social user circle partition algorithm for
disinformation dissemination

Input: Social user set U, User historical propagation
disinformation set G, Social relationship set SR,

Disinformation propagation sequence
prop(f,)={(u,,socialsitu(t,)), (u, socialsitu(t,)),--, (u, , socialsitu(t, ))}

Output: Social user circle feature set
sC :{scl,scz,~--,scp}

Initialize K, I, LoSSmin,to,
foru cU and i «1to[U|do

1
2
3. forf, eGf and k<« 1tok do
4

Encode disinformation f¢ into X, € R' by Bert

algorithm from Eq(1);
Generate text sequence matrix X, e R

end for
end for
Calculate the parameters of the Bi-LSTM and auto-
encoder model from Eq(2) - Eq(8);
9. Calculate the loss function value Loss of the Bi-
LSTM and auto-encoder model from Eq(9);
10. if Loss < Loss,,
11. break
12. end if
13. Generate propagation content feature vector x{" ;

N O

14. Calculate social relationship feature vector x> from
Eq(10)- Eq(13);
15. Generate propagation preference feature vector c,

from Eq(14);
16. Generate the cluster center set SC ={sc,,sc,,-,sc }by

improved AP algorithm;
17. Return social user circle feature set SC

B. Representation of the Disinformation

Characteristics

1) Content feature representation: First, each word w; of
disinformation fi ( f, ={w,,w,,---,w_}) is embedded into the

vector x e R through the embedding layer. Then, Bi-LSTM is

Propagation

utilized to obtain the hidden feature representation e.. of
disinformation.  Finally, the embedding matrix of



disinformation content feature can be
ec ={h, My, 0.}, where e, e R™"

2) Crowd response feature representation: Due to the
novelty and temptation of disinformation in social platform, it
usually causes the response of social user crowds during the
spread of disinformation. The crowd response of disinformation
fi can be described as a response sequence composed of a group
of users, that is R(f)={(u,r.t),(U,,5,t),U,.r.t)}.

The tuple (u;, 1, t) eR(f;) indicates that the user u; responds to
the disinformation f; with the response r; at time t;. For each
tuple, we utilize the Bi-LSTM module to extract the hidden

feature vector C; € R" of the content r; of user comments. In

addition, the basic attribute characteristics of the user u; contain
account age, gender (0/1), friends count, publishing
information count, followers count, followers to friends ratio,
follower rate, and friend rate. The basic attribute feature vector

b e R corresponding to the user is obtained through the
embedding layer. Therefore, the i-th response characteristic of
disinformation f; can be expressed as

r=c ®b, r,eR" (16)
where d=d;+d,, d1 and d, represent the dimensions of the
user comment feature and the basic attribute feature vector,

respectively. The crowd response characteristic matrix of
disinformation f; can be expressed as

expressed as

& =LONnL®---Or, (17)

where &, € R™

3) Time-series feature representation: First, time slice and
discretize the complete lifecycle of disinformation is utilized to
obtain the time-series of disinformation propagation. For a
given disinformation f;, the propagation time length T is divided
into multiple time intervals, say, T ={At,At,,---, At }. At the

same time, the propagation quantity in each time interval is
calculated. Thus, the time-series of propagation quantity can be

represented as P:{pml, Pag, v pAtn}. Then, the embedding

matrix € e R™ of time-series P is obtained through the

embedding layer. Bi-LSTM can not only capture the hidden
features of propagation time-series from both backward and
forward hidden states but also mine the long-term dependencies
in time -series. Therefore, the embedding matrix e is fed into
the Bi-LSTM network to further extract the disinformation

propagation time-series characteristics e, ={e e ,---,& }
(6 €R™).

C. Trend Identification Model of Disinformation dissemination

1) Construction of attention mechanism model based on
multi-feature fusion: Different social user circles may have
different impacts on the dissemination process of
disinformation. Some social user circles may better promote the
dissemination of disinformation of some specific contents, thus
affecting the dissemination trend of this kind of disinformation.
Therefore, the interaction and influence of social user circles
and disinformation propagation should be considered. We
utilize an attention mechanism to obtain the impact of different

social circles on disinformation content and realize the feature
representation of social user circles combined with the
characteristics of social content. The specific formulas are
shown as follows.

B, =W, tanh(W,sc,) @ tanh(W, c) (18)
. = soft max(B) (19)
sc'= Zp:asc, €, (20)

i=1
where B; indicates the influence of the i-th social user circle
during the spread of disinformation, sc; denotes the i-th social

circle characteristic, and c' refers to disinformation content
characteristic.

Due to the novelty and temptation of disinformation, the
interaction process between social users and disinformation
may generate more crowd responses at the early stages of
dissemination. However, it is difficult to obtain the key and
effective time characteristics at the early stages of propagation
due to the short observable time length. The time characteristics
of this stage have no obvious impact on the identification of the
dissemination trend of disinformation. At stable stage, time
characteristics can better affect the communication trend of
disinformation. Therefore, different characteristics may have
different impacts on the dissemination trend at different time
stages. By utilizing the attention mechanism [41], we pay more
attention to the time steps that have a great impact on the
dissemination trend of disinformation and pay less attention to
other steps. The input vector corresponding to the attention
mechanism can be expressed as

m, =Concat(sc;, ¢, 1, r) (21)

where s, ¢, r/ and p; represent the hidden states of social
user circle characteristic, content characteristic, crowd response
characteristic and time-series characteristic at step t;

respectively. We decompose matrix M into query matrix Q, key
matrix K and value matrix V, which are expressed as follows:

Q=MW®@ (22)
K =MwW® (23)
V=MW (24)

where M refers to the combination of vectors m, of each time

step, M eR™ | T represents the total number of time steps,
and W@, W® and WM represent the mapping of matrix M
to the corresponding weight matrix in different linear spaces
respectively. In addition, we set the above three weight
matrices by random initialization, and further optimize the
weights by using the gradient corresponding to the training
data. The attention module can be expressed as

Atten(Q, K,V) = Soft max(Q—IZT)V (25)

Ja
where d refers to the dimension of matrices Q, K and V. In
addition, the multi-head attention model can simultaneously
consider the  subspace  representation  information
corresponding to different positions. Therefore, we further
boost the performance of the model through the multi-head
attention mechanism. Some heads may pay attention to the
impact of crowd response characteristics at the early stages of
dissemination, while others may pay attention to the impact of
time-series characteristics on disinformation dissemination at



other stages. The simplified form of attention module is shown
as follows:

H =Attentive (M) (26)
where H represents the output of the attention mechanism
model of multi-feature fusion.

2) Disinformation dissemination trend identification: To
identify the propagation trend of disinformation, we design a
multi-layer perceptron with multiple full connection layers
based on multi-feature fusion. The specific calculation formula
is shown as follows:

9=W, Relu(W, -H +b,)+b, (27)

where W, , W, , b, andb, represent the weights and biases to be

learned in the full connection layer, respectively. ¥ indicates

the identification result of the propagation trend of
disinformation.

Algorithm 2 Disinformation propagation trend identification
algorithm

Input: Social user spread disinformation collection
Gy ={(F,u)|F={f,f, f}u eU}; Social user circle
feature collection SC ={sc,,sc,,--,sc,}; Social user

crowd response collection
R={(R, f)IR ={(u, 0, t), U, 5, 1,), - (U, 1.t} f e F}

Output: Propagation trend matrix
Y" =argmax; P(Y,|G,F,SC,R)

1. Initialize parameter @ , epoch_max, epoch,
batch_size
2. forall (xk,yx) € TrainingDataset do
3. while epoch < epoch_max do
4., for each batch < TrainingDataset do
Calculate the embedding vector of content features
¢’ by utilizing embedding layer and Bi-LSTM

module;

5. Calculate the embedding vector of crowd response
features r' from Eq(16)-Eq(17);

6. Calculate the embedding vector of time-series
features p' by utilizing embedding layer and Bi-
LSTM module;

7. Calculate the social user circle features sc’ from
Eq(18)-Eq(20);

8. Calculate multi-feature fusion vector H from
Eq(21)-Eq(26);

9. Calculate propagation trend identification results

y from Eq(27);

10. Update the model parameter set & by Adam
algorithm;

11. epoch = epoch+1

12. endfor

13. endwhile

14. endfor

15. for all x¢ € TestingDataset do

16. Predict Y" =argmax, P(Y, | G,F,SC,R)

17. endfor

18. ReturnY*

V. EXPERIMENTAL SETUP AND RESULTS

A. Experimental Setup

We first describe the experimental dataset including
Socialsitu metadata and then introduce the evaluation indicators
used in the experiment. Finally, several representative methods
are provided and discussed.

1) Experimental Data: We choose a real online social
network platform Shareteches (formerly CyVOD) [42]
(http://lwww.shareteches.com) to carry out the experimental
study. The platform includes mobile applications (Android and
iOS) and website platform, and the platform dynamically
obtains the Socialsitu metadata sequence generated by social
users in real-time. The Socialsitu metadata has been widely
used in social user behavior pattern analysis [23], malicious
social bot detection [43] and social network platform security
evaluation [44]. We collect 1,858,575 Socialsitu metadata
including comprehensive information from the beginning of
social users’ first appearance on this platform until October
2021. By preprocessing those Socialsitu metadata, we further
obtain Socialsitu metadata with regard to disinformation in all
sessions and reconstruct an entire disinformation dataset for
exploring the disinformation propagation law. The
disinformation dataset contains rich attributes, such as text and
picture content, publisher profiles, forwarder profiles and user
comment information. Due to the poor standardization of
disinformation content in social platform, we utilize regular
expressions including punctuation and emoticons, to filter
special text symbols.

2) Evaluation Metrics: In this article, two sets of evaluation
indexes are utilized for our proposed methods, including the
regression task which is to identify the disinformation
propagation trend and the classification task which is to identify
the disinformation propagation scope.

For the regression task of propagation trend identification, we
evaluate the performance of the presented methods utilizing the
following three indexes:

e  MSE refers to the Mean Squared Error, which embodies

the change of the error between the real value y,and the

predicted value ¥, in the test set. The calculation

. 1 .

formula of MSE is represented as E, s = HZ (v, =9 .
i=1

e  RMSE represents the Root Mean Squared Error, which
is the arithmetic square root of MSE. Moreover, RMSE
is usually used to calculate the deviation between the

predicted value ¥,and the real value vy, in the test set.
The calculation formula of MSE is denoted as

’l 4 N
Eruse = HZ(yi _yi)2 .
i=1

e MAE is the Mean Absolute Error, which is calculated
by the sum of the absolute error value of the real value

y, and the predicted value ¥, in the test set. Moreover, it
can intuitively embody the gap between the predicted


http://www.shareteches.com/

value ¥,and the real value y,. The specific calculation

formula of MAE is E,,. = %Z|yi -9l
i=1

Here, to improve the fitting effect in the model training
process, we select the same transformation method as deepcas
[45]. The calculation formula is given as follows:

y, =In(n, +1) (28)
where n; denotes the actual propagation quantity of
disinformation fi.

For the classification task, it is important to select a suitable
threshold r of propagation scope. First, according to the
propagation quantity y; of disinformation, the disinformation
samples are sorted from high to low. Similar to prior research
[50], the proportion of the division standard corresponding to
the disinformation with large propagation scope and the
disinformation with small propagation scope is set to 1:4. Thus,
the size of the threshold is determined. After calculating the
threshold + of propagation scope, then disinformation with

y,(T) > is labeled large scale propagation tendency. Otherwise,

it is labeled small scale propagation tendency. Here, T refers to
the selected determined time parameter. To evaluate the
performance of the model for the classification task, we select
the following indexes:

e  Precision is represented as P L
TP+FP
. TP
e Recall is represented asrR = .
TP+FN
e F1-score refers to the harmonic mean of Precision and
Recall, which is defined as F1-score=—2XTP
2xTP+FP+FN

Here, TP indicates the propagation scope of disinformation
identified by the model is greater than the threshold =, and the
actual propagation scope is greater than the threshold . FN
represents the propagation scope of disinformation identified by
the model is greater than the threshold r and the actual
propagation scope is less than the threshold 7 . FP indicates the
propagation scope of disinformation identified by the model is
less than the threshold 7 and the actual propagation scope is
greater than the threshold z . TN refers to the propagation scope
of disinformation identified by the model is less than the
threshold 7, and the actual propagation scope is less than the
threshold = . The classification results are represented as a
confusion matrix (see Table II).

TABLE 11
CONFUSION MATRIX FOR CLASSIFICATION MODEL
Predicted class

Actual class

Large scale Small scale
propagation (“1”) propagation (“0”)
Large scale True positive, TP False negative, FN

propagation (“1”)

Small scale
propagation (“0)

False positive, FP True negative, TN

3)Baseline Approaches: To comprehensively evaluate the
effect of the disinformation dissemination trend method

presented in this study, we analyzed and discussed several
representative approaches:

DyDiff-VAE[46]: DyDiff-VAE is a diffusion model, which
can predict the final propagation scope of information
according to the propagation probability.

RNe2Vec[47]: The RNe2Vec model presented by
researchers is a method for predicting the popularity of
information dissemination. We employ this method to predict
the propagation trend of disinformation.

NT-EP[48]: NT-EP is a non-topology approach by
constructing a weighted propagation graph for each information.
Moreover, this model is capable of predicting the propagation
scope of information.

Inf-VAE[49]: Inf-VAE is a propagation prediction model
based on variational auto-encoder integrated homophily and
influence.

EPAB[50]: This model represents the user characteristics,
time-series characteristics and network structure characteristics,
and uses a Bayesian network to predict the information trend.

Other methods: We select some traditional machine learning
and deep learning algorithms, such as support vector machine
[51] and bidirectional long short-term memory network [52], to
solve the problem of dissemination trend identification.

B. Results and analysis

We report and discuss the experimental results utilizing the
following six components: i) analyze and discuss the
correlation between disinformation dissemination trend and the
types of audience entities; ii) analyze and discuss the correlation
between disinformation dissemination trend and propagation
time; iii) analyze and compare the impact of different social
user circles on the identification results of dissemination trend;
iv) compare and discuss the effects of different feature
combinations on the identification results of dissemination
trend; v) design the epoch parameter experiment of the
propagation trend method; vi) evaluate the effectiveness of the
propagation trend method.

1) Correlation analysis between the dissemination trend of
disinformation and the types of audience entities: According to
the propagation scope of disinformation, we divide the audience
entities into three types: (1) Local social platforms; (2)
Individuals and groups of third-party social platforms (WeChat,
Weibo, QQ and LinkedIn, etc.); (3) Circles of friends of third-
party social platforms. Specifically, type (1) refers to the
dissemination of disinformation in the original social platform,
and type (2) and (3) refer to the dissemination of disinformation
in the third-party social platform. The spread scope of
disinformation from the three audience entity types increases in
turn.

First, we select the Lorentz curve index to quantify the
difference and inequality of the trend distribution of
disinformation dissemination corresponding to three types of
audience entities. This index is utilized to measure the
cumulative percentage of communication (disinformation
shared) on three types of audience entities as a function of the
cumulative percentage of communication users. As shown in
Fig. 4, the complete equal Lorentz curve is selected as the
reference line. The Lorentz curve corresponding to the circle of
friends type shared by users to the third-party social platform is
the farthest from the complete equal Lorentz curve, and the



Lorentz curve corresponding to the local social platform shared
by users is the closest to the complete equal Lorentz curve.
Specially, for the local social platform type, we find that when
the cumulative proportion of dissemination users is less than
15%, the proportion of sharing disinformation is close to O.

Moreover, 85% of users tend to spread on local social platforms.

For the third-party social platforms types, we observe that when
the cumulative proportion of dissemination users is less than
65%, the proportion of sharing disinformation in the third-party
platform is close to 0. At the same time, only 35% of users
prefer to share disinformation by utilizing the third-party
platforms. Therefore, our analysis shows that the proportion of
disinformation propagated by social users through local
platform is greater than that of the third-party social platform,
which may be caused by the concealment of disinformation in
the dissemination process and the mutual imitation between
communicators. In addition, we also found that the two types of
curves corresponding to social users sharing to third-party
social platforms are very close, which shows that the
quantitative trend of spreading disinformation corresponding to
individuals, groups and circles of third-party social platforms
keeps consistent. In other words, communicators have no
obvious tendency to choose individuals, groups and circles in
the process of cross-platform communication.

Based on the Lorentz curve, the Gini coefficient of three
audience entity types can be calculated using the following
formula.

. P

G=1-) (X = X )Yy +Yes)  (29)

m=1

where X (m=1,...,p) represents the cumulative proportion of
disinformation disseminators, Y, (m=I1,...,p) refers to the
cumulative proportion of audience entities corresponding to
communicators. Here, Xo=Yo=0, Xp=Yp=1, Xm-1<Xm, Ym-1<Ym.
Table Il denotes the Gini coefficient for each audience entity
type. By analyzing Lorentz curve and Gini coefficient for each
audience entity type from Fig. 4 and Table 111, we can conclude
that while disinformation occurs across OSN platforms, the
disinformation is more likely to spread widely in the original
OSN platform.

1004 - Local
. Individual and group types of third-party social platforms
. Cirele types of third-party social platforms

social platform type

% propagation (disinformation shared)

cumulative % propagation users

Fig. 4. Lorenz curves of the disinformation propagation
inequality for three types of audience entities. Type 1 (local
social platform) is shown in green, type 2 (individuals and

groups of third-party social platforms) in darkred, and type 3
(circles of friends of third-party social platforms) in blue. This
analysis is based on Socialsitu metadata, the local social
platform denotes Shareteches, and the third-party social
platform represents Weibo, WeChat, QQ and LinkedIn, etc.
The Lorenz curve of perfect equality serves as a reference in
this figure.

TABLE Il1
GINI COEFFICIENT FOR EACH AUDIENCE ENTITY TYPE
Propagation audience entity type Gini coefficient

Local social platform 0.697
Individuals and groups of third-party 0.881
social platforms

Circles of friends of third-party social 0.901

platforms

2) Correlation analysis  between  disinformation
dissemination trend and propagation time: The disinformation
in  OSNs wusually includes three processes: release,
dissemination, and extinction. However, due to the influence of
the disseminator’s interest and preference, and rumor refutation
information, the trend of the quantity of each disinformation
may vary at different time stages. To analyze the rule of the
propagation trend of disinformation over time, we first employ
the Latent Dirichlet allocation topic model to classify the
disinformation topic [53] and select the current global hot the
COVID-19 topic as a case to study the dissemination trend.
Considering the variation amplitude and peak time of the
disinformation propagation trend, we divide the propagation
trend into the following four types. On the one hand, the spread
trend of disinformation can reflect the heat and risk of
disinformation as a whole. On the other hand, this provides an
effective strategy for social platform managers to further adopt
fine-grained and refined schemes to control the large-scale
dissemination of disinformation in time. The division standard
we adopt is based on the variation amplitude of disinformation
dissemination trend and the time corresponding to the peak of
disinformation  dissemination.  Specially, the variation
amplitude of the spread trend of disinformation can intuitively
reflect the spread range of disinformation. The time
corresponding to the peak of disinformation dissemination
reflects the propagation speed over a period of time. Fig. 5
shows the propagation trend of representative disinformation
under the topic of the COVID-19. Among the four propagation
trends, type (2) and type (4) make up the majority (81.2%).
Moreover, type (1) accounts for the least (8.9%).

Type (1): The propagation quantity of disinformation
increases first and then decreases with time until it finally dies.
At the same time, there is only one propagation peak in the
middle, and the time t, to reach the peak is no more than 1h
from the release time to, that ist, —t;|<1.

Type (2): The propagation quantity of disinformation
increases first and then decreases with time. This process can

be repeated multiple times until it finally dies. At the same time,
there are multiple propagation peaks in the middle, and the first



peak time t, is no more than 1h from the release time to, that is
It —t,|<1.
p 0

Type (3): The propagation quantity of disinformation first
increases and then decreases with time until it finally dies. At
the same time, there is only one peak in the middle, and the time
tp to reach the peak is more than 1h from the release time to, that
is‘tp —to‘ >1,

Type (4): The propagation quantity of disinformation
increases first and then decreases with time. This process can
be repeated multiple times until it finally dies. At the same time,
there are multiple propagation peaks in the middle, and the first
peak time t, is more than 1h from the release time to, that is
t,—t,[>1.
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Fig.5. Four types of propagation trend for representative
disinformation under the COVID-19 topic. (a) The two types
(typel and type 2) meet the condition that the first propagation
peak time t, is no more than 1h from the disinformation release
time to. An example of type 1: “Taking antibiotics can
effectively prevent and treat Novel Coronavirus”. An example
of type 2: “Novel coronavirus pneumonia is confirmed if the
throat swabs are positive”. (b) The two types (type 3 and type
4) meet the condition that the first propagation peak time t, is
more than 1lh from the disinformation release time to. An
example of type 3: “Vaccines against common pneumonia can
prevent New Coronavirus infection”. An example of type 4:
“As long as novel coronavirus pneumonia is exposed t0 sweat,
humans will infect COVID-19”.

3) Influence of social user circle division on propagation
trend identification results: We select the best clustering
number of social user circles by changing the value of the
preference parameter (p) in the improved AP clustering
algorithm. The value of parameter p is usually set to 2 ~ 6 times
the mean of the similarity matrix S, so the clustering number of
social user circles is 6, 7, 10, 11 and 13, respectively. In Fig. 6,
when the values of MSE, RMSE and MAE evaluation indexes
reach the smallest, the parameter p is 4. With the increasing of
parameter p, the MSE, RMSE and MAE evaluation indexes of
the propagation trend model decrease firstly, and then increase.
This phenomenon is mainly because when the number of social
user circles is greater than a specific threshold, some social
users can not be accurately divided into a certain social circle.
At the same time, the social user circle characteristics of this
part are also not fully represented.
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Fig.6. Influence of clustering number of social user circles on
communication trend identification results. The horizontal and
vertical axes refer to the preferences and evaluation indexes
(MSE, RMSE and MAE), respectively. When the value of
preference parameter p is 4, the corresponding value of the
above three evaluation indexes is the smallest, and the
identification result corresponding to the propagation trend
model is the best. Therefore, we choose 10 as the optimal
number for the social user circles.

4) Influence of different feature combinations on propagation
trend identification results: To evaluate the effectiveness of the
disinformation propagation trend identification algorithm
proposed in this paper, we design five different feature
combination methods for comparative experiments, as shown
in Table IV.

TABLE IV
CLASSIFICATION OF DIFFERENT FEATURE COMBINATIONS
Control experiment Feature combination

Social user circle feature + Content
feature

Combination 1

Social user circle feature + Crowd
response feature

Combination 2

Social user circle feature +Time-series
feature

Combination 3

Combination 4 Content feature + Crowd response

feature + Time-series feature

Combination 5 All features

According to the analysis of the experimental results of the
five combination characteristics shown in Table V,
combination 5, that is, the method used in this paper yields the
best results on MSE, RMSE and MAE, which are 0.698, 0.835
and 0.601, respectively. Moreover, the evaluation indexes
including precision, recall and F1-score are also better than the
other four combination methods. According to the experimental
results corresponding to combination 1, combination 2 and
combination 3, we can observe that content feature, crowd
response feature and time-series feature have different impacts
on the identification results of disinformation dissemination
trend, in which content feature is better than crowd response
characteristic and time-series feature. A more interesting
finding is that the characteristics of social user circles are of



great help to identify the dissemination trend of disinformation
through the results of combination 4 and combination 5. This is
because disinformation presents the phenomenon of circle
clustering in the dissemination process, and some social user
circles can better promote the dissemination of disinformation.
Therefore, to accurately identify the disinformation
dissemination trend, we should consider the characteristics of
the social user circle.

In addition, by comparing the five combined features, we
find that the best effect is achieved by integrating the social user
circle features with content features, crowd response features
and time-series features. This is because the multi-feature
fusion can effectively reduce the insufficient expression of a
single feature on the dissemination trend of disinformation and
improve the overall ability to describe the dissemination trend.

TABLE V
COMPARISON OF EXPERIMENTAL RESULTS OF DIFFERENT FEATURE COMBINATIONS
Control experiment MSE RMSE MAE Precision Recall F1-score
Combination 1 0.719 0.848 0.622 0.527 0.801 0.635
Combination 2 0.765 0.875 0.649 0.513 0.764 0.614
Combination 3 0.794 0.891 0.678 0.506 0.664 0.574
Combination 4 0.825 0.908 0.721 0.482 0.615 0.506
Combination 5 0.698 0.835 0.601 0.541 0.879 0.670

5) Effect of the epoch parameters of model performance on
propagation trend identification: By setting 45 different epoch
parameters, we conduct experiments on the identification effect
of disinformation propagation trend in the training set,
verification set and test set, respectively. The results are shown
in Figure 7. We find that at the beginning of the model training,
that is, when epoch is 1, the MSE and RMSE evaluation indexes
corresponding to the training set, verification set and test set are
relatively large, which indicates that the model is not capable of
learning the hidden state feature representation of the
disinformation propagation process. So the performance of the
model is not ideal. With the increase of the epoch parameters of
the model training, when the epoch is 20, the MSE and RMSE
evaluation indexes corresponding to the above three sets
decrease rapidly, indicating that the model has preliminarily
completed the hidden layer feature representation of the
propagation process of disinformation. After the 40th epoch,
the MSE and RMSE tend to be stable and almost unchanged,
indicating that the model yields a good trend identification
effect. As the number of epoch continuous increases, the model
can reach the convergence state, that is, the optimal propagation
trend identification effect is achieved.
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Fig.7. Influence of the number of epoch on the identification
effect of communication trend. The red, green, and blue lines
denote the MSE and RMSE evaluation indexes of the model
training, cross-validation process, and test process, respectively,
in each generation.

6) Propagation trend performance analysis: We analyze the
performance of the propagation trend approach designed in this
study from the perspective of regression and classification. The
quantitative trend and scope of disinformation propagation after
12h are identified by utilizing the propagation sequence before
3h.

For the regression experiment of disinformation propagation,
we compare the propagation trend identification algorithm with
baseline methods and select different evaluation indexes as
standards to evaluate the effect of different algorithms. Fig. 8
shows the experimental results of different regression methods.
It can be concluded that the performance of the deep learning
methods including DyDiff-VAE, Inf-VAE and EPAB is better
than that of RNe2Vec and NT-EP. In addition, the impact of the
characteristics of the social user circles on disinformation
dissemination is not considered in the above baseline methods.
Therefore, we improve the generalization ability of the model
and achieve the optimal identification results by comparing the
different evaluation metrics.
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Fig. 8. Comparison of experimental results of different
regression methods. The abscissa represents six different
methods including DyDiff-VAE, RNe2Vec, NT-EP, Inf-VAE,
EPAB and ours. See baseline Methods (\V-A) for further details.
The ordinate refers to evaluation indexes including MSE and
RMSE. We compare the performance of six approaches based



on MSE and RMSE indexes via histograms. Consequently, we
can see that the performance of the propagation trend method
in this study is better than that of the other five baseline
approaches.

For the classification experiment of disinformation
dissemination scope, if the identified disinformation
propagation scope is greater than the specified threshold, the
disinformation is classified into a large-scale propagation
tendency category. Otherwise, it is classified into the small-
scale propagation tendency category. As shown in Figure 9, the
baseline models including DyDiff-VAE, NT-EP, Bi-LSTM and
SVM-TS, yield an F1-score of 0.683, 0.638, 0.558 and 0.610 in
the test set, respectively. However, we can obtain an F1-score
of 0.699 in the test set. As a whole, the experimental results
indicate that the proposed approach is superior to the baseline
approaches, which further proves the effectiveness of the
propagation scope identification approach presented in this
article.

To further describe the propagation trend of disinformation,
this study utilizes time-slicing during the active period of
disinformation dissemination and identifies the propagation
trend of disinformation at different time slices. In the
experiment, we first take the propagation sequence of the first
3h as the input to identify the propagation trend of the 4h. Then,
according to the propagation sequence of the first 4h, the
propagation trend of the 5h is identified. This process continues
until the 12h propagation trend is identified. Fig. 10 indicates
the MSE, MAE and RMSE indices of the proposed model
during the active period of disinformation propagation. We can
see that the MSE and RMSE of the proposed model fluctuate
0.3-0.5 and 0.55-0.7 during the 4h-12h of disinformation
propagation, respectively. At the same time, the MAE
fluctuates between 0.43 and 0.55. This demonstrates that the
model presented in this article can effectively identify the
propagation trend of disinformation.
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Fig. 9.  Comparison of experimental results of different
classification methods. The abscissa denotes three evaluation
metrics including precision, recall and F1-score. The ordinate
represents the evaluation values of different classification
approaches.
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Fig. 10. Trend identification performance comparison for
different propagation time lengths. The horizontal axis denotes
the time slice during the active period of disinformation
dissemination, and the vertical axis denotes the evaluation
indexes at different time slices.

VI. CONCLUSION

Compared with the previous study, we are the first to adopt
social situation analytics technology in disinformation
propagation trend identification. Specially, we construct a trend
analysis and identification model of disinformation
dissemination, which is based on social situation analytics,
based on the social user’s propagation sequence and
propagation content in social networks. We determine that
while disinformation occurs across OSN platforms, the
disinformation is more likely to spread widely in the original
OSN platform. Additionally, we also identify four typical
disinformation propagation trends based on propagation
patterns and propagation peak times.

Thus, we propose a social user circle division and
representation method, which is based on users’ dissemination
of disinformation content and social contextual information
Then, the disinformation content feature, crowd response
feature and time-series feature are represented by utilizing the
embedding layer and Bi-LSTM. Furthermore, we present an
attention mechanism model based on multi-feature fusion (the
content characteristics, crowd response characteristics, time-
series characteristics and social user circle characteristics),
which can dynamically adjust the weight of each feature. The
fused features are fed into the multi-layer perceptron to identify
the propagation quantity trend and propagation scope. Utilizing
the 1,858,575 Socialsitu metadata collected from online social
network platform, the evaluation shows that our model
outperforms other comparison approaches and yields the
optimal effect.

Based on the identification of disinformation dissemination
trend, we will further investigate the relationship between users’
propagation behavior, desire and goal to realize the effective
control of disinformation dissemination in the future.
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