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Abstract: With advances in cloud computing, hospitals and healthcare organizations can outsource the storage and management of their
encrypted electronic medical records (EMRs) to the cloud services for great flexibility and economic savings. Although encryption helps
protecting user data confidentiality, designing secure and practically efficient search functions over encrypted data remains challenging
problem. This paper first constructs a multi-field conjunctive keyword search (MCKS) scheme, called MCKS_I, which supports equality
query. For more flexible and complex MCKS, such as subset and range query, it then proposes an improved scheme, MCKS_II, based on a
novel vector representation of hierarchical attributes. The new schemes are proven to be able to resist known plaintext attack. Extensive
analysis and experiments show that the proposed schemes are extremely practical.

Key words: cloud computing; electronic medical record (EMR); conjunctive keyword search; predicate encryption; asymmetric

scalar-product preserving encryption (ASPE)

B RBARMRE R R, 7 W B — SR REARIIE TR R AN HERER IR
SRR RN R BERBE ANRE 2 ESSIERSJREAE=FERNAL AT (T S, F&K

« EEIRH: ER BRMEES(61272481, 61402352, 61370220)
Foundation item: National Natural Science Foundation of China (61272481, 61402352, 61370220)
WREET ] 2015-08-15; {52 A]: 2015-10-09; R A A E]: 2015-12-05; jos 7E 4% i AR A /) 2016-01-21
CNKI R 548 5% A& : 2016-01-22 11:20:06, http://www.cnki.net/kcms/detail/11.2560.TP.20160122.1120.015.html



1578 Journal of Software 333k Vol.27, No.6, June 2016

FVEF HERNREZWHETURMBR KN FEERTER N ERBTRHASE=RLAFREEARTH
— MR BREAFRMALANZHERFEEEAE B EENFERZMITEO RIS BT LA BN
¥l

1T JLEER, BEE 15 B BT AR R B, B 7 BT 12 REMR)BUE R BUK, BT H 22 8 K EMR #1047 &
MMGEHEASERRBERMETFALAGENTEBRRNEE AEBAFENITERANZTENSNa
MRS SRAE T W 7E M AR v 75 B IR ) EMR R 40 AR B S 45 2 IR &5 88 B B MR T A AR K ik 2> 17
EHRMFHE AW ERER 1 LRRPEBLIEFAN K REHNNRBIIMLG SRS 8B RPOE TR
—ANRARBECT B IERS . WA BRI X X B A R % 18 B R M SR B R B R R R
BHER 1~100 BBE B, 152 B A B A L 3E8E R . — N B AR A 8 5, 0 JB AR b %
#11.EMR MBS R ARRE,A THRFPHEARRFRA L4, EMR DL AR R 7 40 055 A\ 5158 7 #8 2 LA
IHAFRECRS B L XEHFBRLEFLXREBHRT EMR BEWR T RKBAE.6a,— MR H
P T SEBLE B B IR AT B W “(40<E R <50) AND (H: Bi=1%) AND (Fw=H8 R %)". B it ZEHR IR EE &
SRR ARFE T, TR — A4 % # EMR FRET B R KERCBABR IR E— N AHTFER
e 149 15 1. 7T 4 %% B4 (searchable encryption, fi#8 SE)PVR L4 K R B I —Fi Sz #5F P A B S L HEAT R A
WD 2E RUE.

Table 1 - An example of EMR
#F1 —/ EMRHKHIT

ID 50 FE4t 30 Hh X
1 5 60 BRI b
2 e 45 O 57 Lig
3 3 70 430 FE M
4 5B 52 o % b5
5 z

30 g /4]

RM,ZERER SE FREP,REBRFREABHNERE R, NEERRERATEIH. —BRHETH
FEEPEE MR, SE 7T L4y b BRI B, L B IR ERE RN XBHETFER

Bk B 53R SE 7 01O I SO B AN S A I 2 9, BT AT S — IR B R B S R S A (N B A
WA X B XEIT SE BWHFRMAL, MENEXBIAEER T RESIEH L IRTTX L R 3R R 8 105%
BRI SE B In“(FE#=60) AND (RWR=FERA)" AT sEH R IFEENTEAEANZEH Y
BERRREM R RAX[17-22) PR EREH P, — RO HEREEXMRESEH FWE W B RE
M R B %% 6] (dual pair vector space, & #% DPVS) Eiit K& BT EE R EH EXLEM K E T LLE
B R E RS, F X R R E AT — AN B K B R T A B A A B BR LB
IR E M RRIAH PR E B RERRBIAGRE TN T MR &t X RAM S B
A—BREHERMTSE TERENARERMYE.HE X —XEWHRLESXBHAEEMASEE N, EEREIK
SRPET HF .

P3G 32 2 15 b W R e DG B 1] 45 R MY I 3 7 AT R — A FE O i) R A 1% ) R, A SO BL R L TR

(1) B X TEFIHRFEEMIBAMEEZEE TERNASENFHMBENEARBHRRTE

(2) R EREMEER,BRATE T A MCKS HE,5R MCKS_ETEANBHMEHRENER ST
X ERRAERMESENHTRASERENARER R, R MCKS_IIXFRAE HAE R HT
FEXBINEAATNBEEAN FEE,TAEXNFRELIL AR MCKS_IEEM T ETH. LXK
A7 REB R DT O 509 XL .

3) BRATXBE AN T RMT #FAHERED SR ERBRNN AR RREFERMEHE.

AXE 1 HiTRRRBRMBRBIAHROMHXTES 2 WABREEREN. B iR RBEGERE.
%3 WEANHBE N MCKS FRIFFATRL.E 4 W H OB AN F ZREATHERBERLE S WESE T 43
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1 HHxXIME

SE L% FE F 38 S B AN [R) 7T LA4y 4 P 2K, BB T 3 75 % B9 32 (symmetric key cryptography, B #} SKC)
) SE HLEIFE T A 4% B E B (public key cryptography,f&i#k PKC)H#J SE Hl&. kB ENHRESHLRARA,
A L4y A 3 RE B OCSRAI R 1 SE MLBIANSZ R £ X A1 3 &R 1 SE B,

L1 BXRAEER

Song % APTE WA T HF SKC MKW EN R4 UM3)Z/E,CHR4-61 BB T H @I M H
RER AR MR LI T R H A M SRR SR Boneh Z AT ERRE T E
T PKC ) B 08 M4 R 07 KW 0 MATHE S 7 F 4§30 % R LR vont n 2 838 8 R Mg, 0 R A &
HEMLRE SR SE HLBIRME T PR RFRRRIAR SE VB AR L L RBHERNER.

1.2 SRBPIAFENE

B3t 28 S BF R AL A 2, Golle & A kR H T T SKC B HE 8 L8 M 418 R 40 SE AL,
GUXHME L ANFTREFET RERTEFSE;E 2 M RED TBE TR T MATR 2 TR x84, E
SE R M8 % Ballard % AU 51%F SKC M PKC MBTHANHE KT ET SKC M RTH TREHME,
RN REIBA 15 ORI BB R i % R Park AL & Hwang 25 AP F PKC SEHL T i 8 5 1AM
ZHWRXEFRTUHATERAEROREXHANRAGH EPREARMXBEARAHNE. A TEETR
SRMEXT AR, X RGP TR KT HITH. Bl 7 RIGE T BB E AL I A —HR R
W RET.2015 4, Lin S AP0 ZHBBERZH BB TET SKC MEHEXBITHSRREE AT HEE
A BT RAERE S ZEER AT TEBE XN RS ROGERANME THERESE . S 4
B U RV REXANEREREER.

K7 FEEWI A, Boneh S AIIETF PKC R T XHFHEE MM FEEWMEILER.Shi HAPHHE
F PKC 2 H T 41X 3 $ifE it % 4 0076 B 20, B T AR e oo Mg 87 1 H B 1 40 I Ba A pa) B DA R oA iy —
e 7 AEARATT B0 O R o A8 A 3 8 S 9 VS R A AR T A AT R e X M R R, A B P AR B KR B
FF4H.

34 SR F B R R Y1815 i1 35 (predicate encryption) & — F iR 35 T LB B 4% R IE Katz 2 A1
F PKC BRHETEXREFHAAFEBUAARNEANE. T EEERES AN B LMEZRHRARER
(conjunctive normal formulation, & # CNF),#7E{ & R (disjunctive normal formulation, &% DNF) L & £ I 77 2
(% B0 B A BE BRI O M R B T R RAE R BB L S0 15 Attrapadung %5 A\POVE 1 444 B 1
WA (9 7 3R 8 T SCRR[191M 3 2R Li % AU T PKC R F 4 2 )18 37 I (hierarchical predicate encryption,
fBi#k HPERDMR R T AMFEMAMARE LR LAFRARPHXRIABRREE XN REN TCEERNF
SR #59). SCRR[17]7F 1977 ST BASE IR SCRR[30]7 (7 R %2 42 SCRR[30] #4932 B9 HPE 2% T DPVS #9.7E DPVS £
IEH ST ES » T EEM BT EEMA NS ET PKC MIBRNE T RE ML REK S AR RRY
EHRAEHRER ZREBITUTHAF EEEARNNEXRRIZRSBTUMNBLHNE L HBELE
St B, 2 B X P R AT B WA T AR R s .

Shen % A R HLE:F PKC HIUE IR 0 %5 [ 6k S5 38 H T 2 F SKC M7 2 X B 1A E A S B EAE
g RO REEZABIGAMET LY BAEREANE,BLEEELRMLKANRM Ly EAPY BT X
BeIT R FEEE W FHRE THEME.

13 ZXBAHFER

Cao BAPIE— RV T ZXBAHFHEI R ZRFBRETATHE N XBAHHEEG A0
BRI ARALA 23 B0, 8 T A LA 53 5008 70 B & A SCRY AR T 8 3R S 5 20 o o 1R SCRM R 1 X R Yang S APIRK
R T HERME S Sun FAPPURE TET MDB MMBRFEIRXTROBREFLAMERREE.
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RIMAERLEWNT T, ERSBEENERLRFSINT RREHME Strizhov 5 APITTIRT SIARH E #H
BRI B SRR B AT R TR MKSim, %77 RO R0 5 XA S B2 MFELLEXR R
EREMPRE S KRB R EZMS A RRXIRE ML RETTHE.

14 HipRBHIPENE

B X RAZERPE SR N X XA T HERBEHE, BB RS K “wireiess™ T 18 &
“wireless”, B & ¥ ¥ B A AT B A — B, B 1 “datamining” M “data-mining”. Li 2 APTHRH T —FE )5 L, L HE
3R [B] W 9 U A S Y, 18 R [B) A 98 b 5 SR B AR K (1 HRE B OB X 5 RAVIA R /A .

MELA AR TAERTLAE B F SKC MEXBHREWH R — BRI E WL LR 5 B SRk
WEWMEET SKCH SE 5 R, ZEF PKC ¥ SE FRWULHMAFEME #HE NS W ERXBHERH
WL EER, FEE MR R AR R TAHLET SKC # SE HLEIR B MM R ER.EAET PKC
1 SE Pl —RF\FEFEW ZFEN N RERINBERET SKC M —FEERE SR & i, XAESL I EE
B, FEEHN S CBIAEEERNLH.

2 (O REAER

2.1 RGEERREN

FXF ARG REGMARE 3 N LESEATE . sREBEEEA -, WE 1 iR BORRH & R — R
BREI B0 G0 B B 5 BT UM R B R R AR T LUK InE BB RAT R ENARLAR. B RESFEME
FO B3R PR E AR P B 20 7 SR AT 4 8 O 0. — SO, 3R S BRI T

(1) BIEHE & MEF— BN R TEST IR RIS B 55 ARG EEIIAMEL = R4 25

() BHRA P BEREAE EFRE R ERNE FRE BB e e £ 7T BB A P RS RAL 5
BEREEWTEI . '

() BEFAHE R0 R —MRRE TR E R X B4 31 7T T 0% ¥ EMRs {748 2 f L AT
WREIBRE.

@) APRZERBIVAZRE R ZRSBITERNEABREITABZLEANEAREL.

(5) 7= AR 5% 2335 B3 R A 45 R A U A 8 %, A 2 BAAEA I i R S L UL G2 SR R AR

998
Rz RS S

TRE

(2) HRTHL

(3) BITAREES

Fig.1 System architecture
B 1 REEREH
BAVESE 2 R 5588 2 A W0 SR IO, a2 Ut 2 AR 45 28 4R MR Bh DU 5 1 75 BT I3, 1B 8] e 4 45 43 T A7 A
FELEKERMB P REEERRUTHRESHER.
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2.2 WEHER

RS REBHFELR, TEE N 3 B HER.

ME R 3L Wit (ciphertext only attack, i #} COA) XA P, = REBIH MF KR AR FISTRDLE
X 595 1 BT X B ) EMRs(IX B TS & 5k B BB HH #) ML RN E M E W R B, MBI TGk B AL P).

EL 460 BH ST A 19 BT (known sample attack, R B KSA). ZE X FH IR B2 T8 COA A 95 B4k,
=% 2 EH EMRs 1 — 840 5 B SUE B AR T A a0 E AT 0 B 5 % SUE B

EL4NBH 3C B i (known plaintext attack, & #R KPA). ZEXFh B 8 ) i BR T 38 COA BRI {5 B 45N B R
£ {IEHNIE EMRs H— it R M B RIS NN EXRFER.

X 3 FEEENRKRTHRE, —A B Em & A 80 BT AR A B W K R — AN R AR
HE BN OLE, B4 E B ERERN W B S X 3 F B EEE P ESLhr T, 5 2 & 5,00 KSA 8% 1.
VE B KPA BBV ZE St o B 2, BB b S 380 28 b 0 P9 A SR 338 AR K — 4 3% ) B ST S5 AR I ) 35 SC BBk R A K

2.3 Rt B

AV MCKS FENZAEZIA TR FEM XL KEREF.

(1) 2R ERERREEE W R RN ZBE SRR XM EMRs 238 E M ER S BiARR A%
B Y. F R 1R 25 X R K B (9 25 90, S A\ DC e, SR BRI B 15 3 25

Q) BHNEARARLE RELANRLEERERTNERERTREBERINSREBIRBEH X
EMR BHUKHA P EHERRERER.

(3) EWTLEHEM (query unlinkability). &} T P KA (B S RS 2R LRTRERBEII™
AFHEEREN.MERAFENEASKNZERFRNBRET.HE, SRS RN HETIZ /K
KR

4) BREXBRRE BRI ENL, — MNP HEREARIEEMESREBTHIERETR AR
AR AN RE AR REHE, — MNP HEERRER, ZMEBETEFH M EEE MR L
B A B PR RN R AR R S B A P AR K B4R R T3R8 AT &R B4R, SE BRI R R R
BHEREBITFELRB PR EH.

(5) . _LHEREI AT EE K 4 H AR N % LUBAR Ao SRR T 5.

24 EXFER

BAMAEERXE XETF SKC MBRERME,RHAXMRNTIPEXH —REL BEIRR_#H %K
BAMES FRRBINES ZNFI KB R LS. —NET SKC WiBiF % 7 E H 4 # PPT H ik Setup,
GenKey,Enc 1 Dec £ k.

Setup: ULZESH 1"/EABN EH A4 Sk
Enc: UIFALH SKEM Ie SR BRI TR B MIEN BN B HFE L CE C « Enc, (I, M).

GenKey: UFAEH SK FM1—MFiE) fe FYE RN i — /MR BB RBETT, B A 7D,

Dec: UUREEH TD,A# L CYEARA S B MERERAWHRANF 5 LI THRE N IERYE, XA K n,
Hi Setup(1")™ 4[] SK.fe F, TD, < Genkey,(f) KT F ] I ZDec # T ik &

fm A=1,7 4 Decy, (Ence (M, D))= M;

B AH=0,H 4 Des,, (Encg(M,I))=L.

A, HATE B B AR R 8 (U iE ] (predicate only) F R AV R imFE et UGB 1 Eh®
ATIHE M AERBA BEN REH - MR A REEAN XS ENR TR EMETERE:
Decy, (Ency (1) = f(1). BRIIZ B —RKIBAREH F:{f, | xe 2}, A BN H(xy)=0 B LO)=1((x)RTBHA n

THRRE My AR Y xys ZRAMRERENRBERFTEEEN ZRHREESLE 3.1.1 ).
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h T HERERAE MCKS_IF 5N T — S ERHER.

RAEAMRNRBIHIE S BEE m AHAEH R=(R,R,, R} XE R EMR 748 438 o0 B 199 A
7.

WA 57 B R I S A R B b AR SE 0 W = (W, W, W, ).

IR EMRs 0928 i 1708 i MER)VERM 35 R K BN TRE R), BHREIRE.

IR T EXRRG=,...,m).

g M ENFRANERRER.

G IRYE g R n B I R

i~ nRAWEELN | Mo SRR RAEHRE ¢ B R RE

O:— A n T HHREEHRE 7 MG OESRE D=7 -2

3 RARAMRIPHSH MCKS HE

AV EBHRBHNEARENRR T, ZEFEHER MCKS 7RIS,
3.1 MCKS 1A%

311 EANBEHERXENESARERSR

EXEZRIGE T EMR PELACRABFEACHMBEE,SMEETEECHERE XLEREFERRE
RAHR TENBEBHENREBET.

BEXE-IBHE m A BHEEBEEXEERTRIERAE - BHAERKZRF SR mTERAN
KEFAX m N EHTFHE-ABERTEm N —HEREN TR, HERERE 8 1L, KR m-1
£ & H 0B A EMR B3 » AN B EIR R IA), I 4 EMR M8 — &0 F# R LLRRE n AL —
HIRE,1 RARMMAXBHEFE.

REERIERPETHRBE, TR TRTEFEBNRE X H P RRER B AN RERN 1,
HR|MUERBBHERERIHERR.

BAVEL — M F AR AERN KRB RRFTEBE EMR S35 4 MR (SR MR 5% X}
WBE 100 NMEHAE(,2,...,100}, EHEFHE A BHE B, L BRE 3 MR (O MR B RR, KR XA
AN B (Jun, L¥E} A4 EMRs 388 107 NEHE R LB REINERHRBETTURITA 107 A181=
BEBIR B — O R Y TR 1 (1,2,...,100, 5B, 22 0o B B BRR, B2 R b i, L8 ) o F EMR P i — & R
AR MEAE (60,8 B8R, LI NIE R, BB REHPRSRN 0...1...01001001, 3 ¢ EERHIET 100 P HEE
60 fr R 1, HRAELZ 0.0 K 2R .

Fi4) B B R4 ERUA) R ERi)  HX(4e)
%3] o | m | mww | ew | mwml . . mRF | b
timEE| 60 , 2 T omsm] g | u | o0 | o |
sx—wpeg| 141 | o0 | om [ |
SRR 010 | 10 010 O | xpxm] ooo | w | o | w0 |
(3) R3IMERERR (b) TAWRREERT

Fig.2 Representations of index and query vector. Note: “ * ” stands for “don’t care”
B2 RINFBAREHRREFRYRFIARO
BE — MR E TR A R BEWHERGER=FRAE) AND (hX=_LiE)" £XANERERT,ZHP
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B F O E R RIS, B UK % E R BN T ER MMM 102 S REH LBABHER §HBERTH
1...1...10100L. B E —4 107 LA 1K FHSERE S, g =11 L RNTUBEZOIKB M 4, M2
SREO=q¢-¢=0..0..010110. ZE WK KB WE 20b)F 7.

3.1.2 ¥ MCKS RIiBRmMEH R

R 2(a) AT A R M (B R, LG BT R AT DU MR T 5 AL 01001 f9% 5 FF4 AT L 3k78
—ANBEMSEE AL SRS BRR, LS E RN B EENE 2002, RROHABN 0ELEF
ot EMRs 1% 5 £ () J8 P R Y (1. iy SR FIAR IR 0 SR B3R 7 16, iR 458 AT

REXARUMEZH MCKS HmE FROBERLEERENES KBEREN 0 M HABREEN
JE SCRR[38]5F 3 H () ASPE 77 38 7T U3 2 P BUR FEEE Sk BLZERATXS ASPE #4838 £, R EgQ5 3
REMREBNAHRENNFEEEBE LN ¢ SRR H g MMEBERR L =E.J,k)=M"T,q' =Eyg,k) =
Mg, $h M nxn BORT 4IRS ASPE RIF T T, M1 g (OWALEN I =T, MM g =T, =T, b “ " RRAH.
BIESRBEORAEHEE 7 HMBEHR, 4 ASPE HEFBREART MESRE GHAR.

M LA ASPE REEHAI O &M XHE BE— AR EE MR X I=0,T,,...13 MANO®E I
Gell,n]) X B T, £ I8t & 8 B0k 7T LB B L T 305 R4k H M7 B4 A,B & nxn BUERETE R A= (T, T,
YR B=(I,L,..,.I.). M E T LB FHIRTF M A=BIXH A4 RADEHERE,FE b &4 T, R4 i Bk
HE LA M=BA™ AT AR t EMRs LA R MR R R

ASPE HIlfE 582 4676 T, % % EMRs 1 d AR R B (d=n), B 419 0K 58 7 LUESE n AN R TTSK M7
1% AN SR AN S B ST ANTSZ, RATRIR p R4 (splitting) Fl g RIHC RUERB T WA N T AT, ARZESE
BOMMA N O, MO, MABRATHESE M, A M, ROMET AT, BB L, M, 0 -MT,1,-=
MIT,, R nE o, Mo, 5% Q M @), B, 0 = M'0.,0, = M;'Q,. FAIZRM:

1O =(MIT,,MIT)(M;'0,,M;'0;)=T,.0 1)

1R 4R, JIR 45 98 VT UA FI b3k 77 VA 0 35 ) 208 B o AT MCKSS, 7 2 B (1) B A 2 BN R v R B v
KRR B ATER()TR EMR fRBRBERAENESRBNARREN 0 1 2% 2 ARG R
BRI A% R()EREBTUAFREEE.

FH 1.0 % T XBIARTAR LY B TS RERBASHM 1.0 K4 R T RN R ARCRA%E, %
T RGO A i L N T, 2 B, TR WL — AR T 0 BIBEAUE 5.0 T SEBLIE R A R 0 R, 7 7= 2 W 1 TR Bt
432 B INE IR R M AR, E A 2 AL RATH — AL RS RUEHKE . BLIIA
FELHARERIAMT N BERBERNERRENNEEZRESBRRERBSME R ET U LW, RAITR
H Predicate only I8 —4 MCKS 7 £. FRRIEAB R H L.

Setup: ZERTHA LI B BRI Z B ET n LSRR S M nxn BT S E (M, M), B8 SK
R—NZICA {S,M, M},

Enc(sk, T, ) BB HEEE EMEBU KRBT EFEN EMR FHELFERTE—NBRRET KB
T, [/1€ {0,133 AR AL ) 34 A R B AR 7E. I B B 4

() A—ABENE s RURET B3] B ] = &I, X B 520,

@) * 1, AT p %1535 F j=1 B n B0 s[1=1,38 L1j1BEWLRIS B LR 01 2 LU+ LU= 1% B
m s[j1=0, B B I[j1 7 I,[j] 8% F T[]

@) FEAEMBRBYRE L, I = (M1, M 1,}.

Genkeysi( @ )31, 0 =4 ~q, $tH, ¢’ Al g BFE 3.1.1 5 R MMM L AL S5 1 7D,

(1) FA—ABEHLBARUEN K& O0BF 0,00 0=40 X HE, B0.
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(2) X QBT g RIS 35 F j=1 ) n 10 s[/]=0,% OL/186HL5 % 0,171 M O,1/1.% 2 0,171+ O,/ = OLj); &
a0 st)=1, % E 0,1 M O, /1 %% F O]

() FEWKITID;. TD, =M 0, M;'0,).

Dec(I;,TD;) B 5€ I={MTI_,MT,},TD, _{Ml'lQa,M 0}, HEAMNY (M, MIT,} . AM'Q,, M;'Q,} =0
Bf, Dec(I},TD;) #ith 1.

WHRFHATEANBENERRBYR NGS5 B RS XRBINERE W, RITHRILA MCKS_THR.
3.2 EMMEINZENIH

32.1 IERaE
(M1, MIT,}-{M' 0, M;' Q,}
= (MT1)- (M 0,)+(MI1,)-(M;'0})
=1,-0.+1,-0,
=10
=¢-B-1,-0,
Hd 20,520.

BT, 0=0, T4 (M I, M} 1.} (M0, M;'Q,} = ¢, f-T,- 0 =0.

TR T, (M1, M] L} (M0, M;' 0} =4, f-T,- 0 #0.
322 RAEMWSH

1R B B MCKS_IF RAMFE UER TRZ LM /M EMR 2 81, H3EHH &5 EMR BR 7%, 5B
FREATERARSNEHERABERNRBANERBIINF AP ERFRIEEHE A ERHRERE, NE
MERERENEARENRS NG BRMAEERIRIG RS, XAEC3SIH A TIEH ETHN e fp
BIANELZHREINENBHERENEARENATE R RE BB ERBHSE R, B0 RILHE A L8
AHEAMEETRANEHEMARANERBAEERTHEREANER ARIIZAIBETETFRATREN ¢ 17
2, AR BIN T BEHLE S T A WA BRI B T TR AN R B R A ST RN B W R L= A WA AR ERIRETT,X
RAE T B W R EE .

MCKS_I74 £ 7] LT B 4098 3 B is.
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Fig.3 Hierarchy of numerical attribute “age”
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Fig.4 Vector representation of hierarchical age
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Fig.5 Vector representation of subset
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Fig.6 Vector representation of range
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Fig.7 Relation of setup time and the length of index vectors
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EXBAMEEHRX FWERN EMR HREEW RIEXT ET SKC KiBFEME I BRE T HANR
SIMAMRBKRRGTERMNET ASPE ME T HA MCKS 77 R.IXPANJ7 R UE Y BEHIHL 2 fn 81 30K
H.MCKS_IH £ R 83§ £ 480 b R R R IR M S 2, R A 40 2 R P I R B ROR 77 ¥, MCKS_TT7 BAMTAE
SRR ENEZXBAEANEEEANTEEATWEZTRERT L MCKS_IHRERNME REHN S
A7 0 S 36 B0 2R B A SO 1 O R R N L AR T AR LR H T SR B BB KR R R R O IR 5 O P S R
9% 3R 3K B W 7E K B BOE B o o P RAT DI A — N BE R SE LR B R AR M4 1, RSB HL £t 4
EERNE RBAERRRTEREABRNOT -MEMFRE .
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