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ABSTRACT

Thisarticlefindsthatwiththedevelopmentofnetworktechnologyandthechangeofausers’social
habits,theexistingmultimediasocialnetwork,whetheritisone-to-oneauthorizationorone-to-many
authorization,arehavingdifficultymeetingtheneedsofusersandcloudstorageservice.Inorder
tosolvethisproblem,thisarticleproposesanewauthorizationschemeofmultimediacommunity,
basedonattributeencryption.UseMA-CP-ABEsolutiontoenhancesystemserviceefficiency.This
programcontributestotwoaspects:(1)combininguser trustwithattribute-basedauthorizations,
and(2)enhancingtheflexibilityandsecurityofthesolution.Theschemehasbeenappliedinthe
prototypesystemandachievedgoodresults.Resultsprovethattheprogramhasgoodapplication
valueforcloudstoragetechnology,IoTandmanyotherfields.
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INTRodUCTIoN

AlongwiththedevelopmentofnetworktechnologyandCloudstorage,MultimediaSocialNetworks
(MSNs)islinkingsocialnetworksuserswithcloudstorage(Stergiouetal.,2016).Theusertransmits
hisownprivatedatatotheMultimediaSocialNetworksServiceProvider(MSNSP)throughmultimedia
socialnetworks,thentheMSNSPstoresitsdatainthenetwork;atthesametime,userscanshare
theirprivatedatawithotherusersthroughamultimediasocialnetwork,suchas,YouTube,Baidu
Netdisk,AmazonDriveandsoon.However,multimediasocialnetworkshavereceivedwidespread
attention,butusershavetotakeprivacyleaks,informationfraudandothersecurityissues.Therefore,
howtomakemultimediasocialnetworksmoreeffectivelyprotectuserprivacyanddatasecurityhas
becomethefocusofmanyscholars.

Inthetraditionalmultimediasocialnetwork,usersuploadpersonaldatatotheMSNSPprovided
bycyberspace,whileusersalsoneedtodevelopaseriesofaccesscontrolpolicysubmittedtoMSNSP.
When other users visit to upload private data, MSNSP will determine whether it allows access
accordingtothepreviousdataownerspecifiedaccesscontrolpolicy(Huetal.,2015;Morovat&
Panda,2016;Tootoonchianetal.,2009;Lietal.,2015).However,MSNSPisusuallyconsidered
notentirelycredible,althoughitwillnotactivelydiscloseuserprivacydata,itcanreceiveattacks
onillegalusers, forexample,causingusers’data leakage(Chaudharyetal.,2016;Chaudhary&
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Gupta,2017);atthesametime,useofaccesscontrolliststostoreaccesscontrolpoliciesintheface
oflarge-scaleaccesstosystemapplicationsisslightlystretched.(Alsmiratetal.,2017).Inorderto
solvetheaboveproblem,whenuploadinguserdata,itisencryptedanduploaded,althoughthiscan
ensurethattheuser’sdataisnotstolenbythebadserviceprovider,andaddressthedataleakage
causedbystoragesecurityissues;however,thedistributionandmanagementofkeyshasbecomea
newproblem.Accordingto(Zhangetal.,2015),thedocumentadoptsthemethodofwritingauser’s
ContentEncryptionKey(CEK)intoaXMLauthorizationcertificate,whicheffectivelysolvesthe
problemofdistributionandstorageofencryptionkey;butitsabilitytoupdatethepolicyisweak.
(Fengetal.,2016),ProxyRe-Encryptionisadoptedtosolvetheproblemofuserencrypteddata
authorization.Thismethodeffectivelysolvestheproblemofuserauthorizationdelivery.However,
theabove-mentionedscaleofauthorizationisforone-to-one,theefficiencyofauthorizationisnot
high. (Sunetal.,2010),aone-to-manyauthorizationmodel isadopted,whicheffectivelysolves
theproblemofauthorizationscale;butbecauseoftheuseofbroadcastencryption,itisdifficultto
achieveinthemultimediasocialnetworksbeforetheauthorizationneedtoknowinadvancethesize
ofitsauthorization.

Through the research of the (Zhang et al., 2016), multimedia social networks application
attribute-based access control cannot onlydetermine the relationshipbetween theuser’s access
controlpolicy,butalsotakeaccesscontrolfortheuser’sbasicattributesandresourceenvironment
attributes.According to the research in the (Feng et al., 2016) and (Zhang&Wang, 2013), the
relationship(userauthorizationdepth)betweenusersinthemultimediasocialnetworksisnotstatic,
butascommunicationbetweenusersincreasesordecreases.Inthecaseofanauthorizationthatonly
considersgivinganattribute,itoftenresultsinunauthorizedaccesstotheuserwhoistrustedornot
trusted,suchasunlimitedsharingofnetdiskdataandotherissues,sotheuseofABEshouldtakeinto
accounttheimpactofthedepthoftheuserrelationshipontheauthorizationresults.Therefore,inorder
tosolvetheaboveproblems,attribute-basedencryption(ABE)schemeisappliedtomultimediasocial
networks,andproposedCiphertext-PolicyAttributedBasedEncryptionofmultimediasocialnetworks
authorizationScheme.Inthisscheme,theCiphertext-PolicyAttributedBasedEncryption(CP-ABE)
schemeof themulti-authority is used, that the attributeswill bedivided into the corresponding
attributeauthorizationagencies,andincreasethedepthoftherelationshipbetweenusersconceptat
thesametime,whichismoresecureandefficientmultimediasocialnetworklicense.Thegoalisto
makeattribute-basedencryptionworkbetterformultimediasocialnetworksandcloudstorage.But
theapplicationoftheprogramisnotlimitedtomultimediasocialnetworks.Throughtheassociation
betweentheuserattributesandthetrustbetweenusers,theschemeisconvergedintheattribute-based
encryptionandauthorizationscope,whichincreasesthesecurity.Theprogramsdescribedinthispaper
aregenerallyapplicabletomultimediasocialnetworks(e.g.,YouTube),CloudDrive(AmazonDrive),
citynetworking,etc.,anduserswhousetheserviceswillgetamoresecureandefficientservice.

Theremainingofthepaperisorganizedasfollows.Thefirstsectionintroducestheresearch
resultsofthescholarsinthispaper,includingthedevelopmentprocessofABEandtheapplication
ofABE.Thesecondsectionwillbrieflyintroducesomedefinitionofsystem.Thethirdsectionwill
introducethesystemmodelandthecorrespondingspecificalgorithm.Thefourthsectionwillcarry
outsafetyandperformanceanalysis.Thefifthsectionwillintroducetheactualsystemapplication.
Thesixthsectionwillsummarizetheworkofthispaper.
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ABE Related work
In2005,Sahaietal. (Sahai&Waters,2005)used theuser’sseriesof identity information(user
attributes)toencryptanddecryptthedata,andproposedencryptionbasedonfuzzyidentity.Inthe
(Goyaletal.,2006),twoABEconstructorsareproposedforthefirsttime:(1)Key-PolicyAttributes


