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Abstract Access control policies and models available lack of temporal characteristic, and do not well solve the ques-
tion of identity disguise and cheat in open network, as well as platform trustworthy question effecting on security poli-
cies integrity enforcement. This paper presented an role-activity-based access control with time-dependent and con-
straints features for CSCW, called as Fine-grained Access Control for CSCW, which could define more precise security
policies; Trusted Computing-enabled Access Control architecture and key policies dissemination and enforcement proto-
cols are addressed. The method constructs CSCW trustworthy access control platiorm and strengthens cooperative enti-
ty identification, through creating integrated cooperative entity-CSCW platform-application trustworthy chain, as well
as easing centralized policy server using partial related policies distribution and integrity enforcement in local worksta-
tion,
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App M4 Alice i8] F, FNIBET LA R, Fréag & podiE,
EE F, A F %S00 dt 7 XA 8

(BT, Alice INRTE LA F, 7] IS R 78R

(FHE 124 )
e 121 o



R HEWLH Lu E L 15 85 8 BUH 6 89 8 8 44 5
Roi 2 Res JAIRMKH Loy B L 8 HERBBK
BT ROLRTHBHR B EN T LRUENEL N
ik. QREFRBBIMEBEUNEHS WEHELHITH
B, BP—~ROGIRE, WL EEL ), §REEXRE
HERRE0A - RZLHBNEEHXES.

Wie ARXWHRRA B, £ Agent EARALUNATF
BTSRRI R RERW BT RS
. U QHT —FMETE Agent EARKPLR A ST
KEHVAREMA, M TENBERARRHEREH A-
gent WRAKIIE, MR TFARERBPHHAXBH
R—ERERMQEREEEF SEFT R SHAEERL%E

YRR, B T BtRiek A sheh AR E B AT, A “W B H
TRBBBARRME, MO EARRA B RS S ERBK
BLEAIZERK” B XU B4R

 JE A

1 AR K ROE. —FETE Agent (MY RASHILA
RERB()]) HAEHL A, 2006(7)

2 gug,;ﬂgu,zﬁ BFHFYRIML AL AR BEE HAR

,2001

3 MY ATHFWRERM] BB K% H R, 2004

4 N BLETC, BB B FHEFIIET X TH5 Agent i) Web
BiREWI). S FAHLT#,2004,20:107~109

5 WM. AR, G BT Agemt RIS G T BB BH SER(]].
HEHL TR 55, 2005,32:183~185

(L% 113 1)
HE,
A3 EWEEH Q3
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OLAP B R RBHL, HiX —REEAF R BEE BZK”
REN. BRX—RERAN SEBEH#T TR B

BRAER, HRRA ALK ZRAD N BRI,

Wit WRNETLZROEZHFRONE, AXH A
ORDEMS STeA T R, TR T — M FEI £ T X"
“ERHRSUERREFHERX. ¥£T OLAP Benchmark
MM EREN, LARET X R"ERNBERRELR, A
AEFNFHRRNERE, #—SRBENLEMNTR
AR, LA BRI BRI B R E R MR R R
T—HHBR Tk,

 JE A

1 Pendsen N. What is OLAP? 2003. http://www. olapreport.
com/fasmi, htm

2 Markl V, Ramsak F, Bayer R, Improving OLAP performance by
multidimensional hierarchical clustering. In: Proc. Int Conf, on Data-
base Engineering and Applications Symp(IDEAS), 1999, 165~177

3  Stonebraker M, Olson M A. Large Object Support in POST-
GRES. ICDE, 1993. 355~362

4 Sarawagi S, Stonebraker M. Efficient Organization of Large Mul-
tidimensional Arrays. ICDE, 1994, 328~336

5 Zhao Y, Deshpande P M, Naughton J F. An array-based algo-
rithm for simultaneous multidimensional aggregates. In: SIG-
MOD’97, Tucson, Arizona, May 1997, 159~170

6 PostgreSQL. http://www. postgresql. org

7 Padmanabhan S, Bhattacharjee B, Malkemus T, et al. Multi-Di-
mensional Clustering: A New Data Layout Scheme in DB2. In.
SIGMOD 2003, San Diego, USA,2003

8 Bhattacharjee B, Padmanabhan S, Malkemus T, et al. Efficient
Query Processing for Multi-Dimensionally Clustered Tables in
DB2. In: Proc. Intl Conf Very Large Data Bases (VLDB), 2003

(&% 121 1D
K. BT CCW P EMERIFEEE, Alice AT LAfS{E F E 8 Bob
ARG ROIER, MARBIUBAR BT T Re BOBUR.
BXRIE FXETAFETEER G4 CSCW REViA
0 9 B AR A5, R B R LB T R #8 B FAC for CSCW
AR, B @ AR T S BN TEIR. &
BELHTETHCRE N EERMARSFER YR THE,
FELAEHHHEARLRT CSCW FE PN LG HER
RSN SRR TR T BT RERROREE.
FESWME . WAET TC L3 CSCW P INBIERNE
185 U5, (8 3058 47 38 S 0 A AU R TAR SRS A o it —
LB .

$x x

1 Sandhu R, Ranganathan K, Zhang X. Secure Information Sha-
ring Enabled by Trusted Computing and PEI Model. In: Proc. of
ASIACCS06, Mar, Taipei, Taiwan, 2006

2 Sandhu R, Zhang X. Peer-to-Peer Access Control Architecture
Using Trusted Computing Technology. In: Proc of SACMATOS,
Stockholm, Sweden,June 2005

3 W8, FERM, LR IMESFRPAXBERTR]. HELH
% ,2005,32(9);230~233

+ 124 -

4 Zhu H. Some issues of Role-based Collaboration. In: Proceedings
of IEEE CCECE2003- CCGEI2003, Montreal, May 2003

5 Zhu H. Conlflict Resolution with Roles in a Collaborative System.
International Journal of Intelligent Control and Systems, 2005,10
(1):11~20

6 Lang Bo, Lu You, Zhang Xin, et al. A flexible access control
mechanism supporting large scale distributed collaboration. In;
Proceedings of the 8t International Conferenceon Computer Sup-
ported Cooperative Work in Design. Vol 1. May 2004. 500~504

7 Tripathi AR, Ahmed T, Kumar R. Specification of Secure Dis-
tributed Collaboration System{C]. In: IEEE Proceedings of the
sixth International Symposium on Autonomous Decentralized Sys-
tems, 2003

8 TRk, Bk FR, % BETAGK CSCW RGihmHSAa
{J]. #44-2£48,2000,11(7); 931~937

9 Sandhu R, Zhang X, Ranganatham K, et al. Client-side access
control enforcement using trusted computing and PEI models.
Journal of High Speed Network, 2006,15;229~245

10 Sandhu R. Engineering Authority and Trust in Cyberspace: The
OM-AM and RBAC Way. In: the Proc. of ACM Workshop on
Role Based Access Control, Berlin, Germany, 2000

11 Balacheff B, Chen L., Pearson S, et al. Trusted Computing Plat-
forms: TCPA Technology in Context{ M]. Prentice Hall Press,
Jul, 2002

12 TCG Specification Architecture Overview Revision 1. 2. Trusted
Computing Group, Apr, 2004. http://www. trustedcomputing-
group. org

13 Bishop M. Computer Security: Art and Science(English version)
[M]. Jbxt. WK% AR, 2004,5. 47,103



