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Attestation proxy party-supported remote attestation model
and its secure protocol
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Abstract; Since existing remote attestation models lead to an issue of privacy protection of basic
configuration details and security attribute features of the terminal platform, an Attestation Proxy Party-
supported Remote Attestation (abbr. AP?RA) model and its secure protocol, which have a delegation
mode, are presented. The Trusted Third Party is introduced to accept an attestion delegation from the
Attestor Party, implements integrity and security attestation of hardware and software on the terminal,
and further trustworthily reports the boolean value of the current platform status, thus improving the
remote attestation model based on two parties, as well as effectivly protecting the platform privacy of the
Attested Party. Moreover, compared with other approaches, the proposed approach is capable of
resisting against the message replay attack and collusion attack from the Attested Party together with the
tracing terminal platform sponsoring attack on APP, so that it is suitable for resource dissemination and
information sharing in the trusted network.
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(2) Attestation delegation request:
{Signature(AO_Names, SK,,,» ax)>
AO_Names, Cert(AtorP.AIK), Nonce}

________________________

(3) sends delegation decision result:

Accept/Refuse
s Remote Allestation Challenge:
4) AOs R« All ion Chall
{AO_Names, Nonce}
. Trusted Measurement '
beccccccccccccaq
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