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The Challenge of Multimedia Social Networks and Security 
 The past decade has witnessed that Multimedia Social Networks (MSNs) and social media are 
shifting from the emergence to hot topics. As a provider and enabler of digital multimedia content, 

social services and open platform, MSNs are familiar to all of us nowadays, such as YouTube, Insta-

gram, Songtaste, as well as Chinese Youku and CyVOD we sponsored. These above mentioned MSNs 
have all the same pros and cons. One of biggest advantages is to make people-to-people exchange and 

sharing more efficient than ever, but the significant disadvantage is security issue that is terribly burn-

ing and even possibly damages the social media applications. So, the academia, industry and govern-
ment in the field of digital content and social multimedia have paid more and more attentions on the 

intractable issue, which includes arbitrary dissemination, unauthorized usage and massive piracy. Secu-

rity, trust and risk in multimedia social networks ecosystem become a holistic topic that deserves to be 
in-depth explored and well-rounded solved. 

 The motivation of the thematic issue is to bring together academia researchers, industrial engineers and governmental ad-

ministrators who are intended to adopt the state-of-the-art technologies and methods for improving multimedia social network 
security in essence. 

 The first paper mainly discussed a technological security issue on private set intersection protocol for mobile social net-

works, and there is a crucial service to support large-scale social connections within physical proximity according to personal 
preferences. The paper presented that in existing systems available for such services, users generally publish their profiles com-

pletely for the convenience of searching. However, the users do not want to make their sensitive information public due to a 

privacy consideration. Thus, a privacy-preserving personal profile matching scheme was proposed. The authors presented a 
protocol based on homomorphic encryption and threshold scheme for semi-honest environment. The protocol is formally 

proofed to be secure in the standard model.  

Then, as one of key technologies for multimedia social networks services management, a study on the service transmis-
sion and recovery strategy based on cluster was followed in the second paper. Considering mobile social network service 

environment, users can establish a group relying on some relationships and share services within a group or among different 

groups. When the mobile devices provide services for a user, some service transmission paths will fail because of device 
movement or failure, and the user cannot receive required services. Establishment mechanism of recovery point is adopted 

in the proposed strategy. The recovery point is able to save and maintain the service data received from the service provider. 

Simulation experiment results show that this strategy can save the transmission delay and improve the probability of suc-
cessful transmission.  

 At last but not least, cloud computing environment now becomes an essential infrastructure of social media and social 

network applications. How to guarantee the security and trustworthiness of access to cloud media and could servers is vital 
for such stakeholders as cloud administrators, media owners and cloud users. Introducing the remote attestation mechanism 

into security protocol can avoid terminal security vulnerability when user accessed. In the final paper of the thematic issue, 

by constructing of trusted access authentication framework using remote attestation mechanism, and a security protocol for 
trusted access to cloud environment is proposed. The proposed protocol with greater security and efficiency compared to 

other corrective schemes through attack resisting analysis and computational cost analysis, and proved secure using strand 

space model. 

 The above papers were accepted and collected by two and more rounds of peer reviewing and revision, finally becoming the 

present publications. For this, I give thanks to Dr. Kefeng Fan for his active cooperation on the special issue that discusses such 

typical topics as security, trust and risk involved in multimedia social networks and applications. Besides, I also show great 
gratitude to all invited reviewers for their strict reviewing and giving comments and suggestions for authors. Finally, I specially 

thank EENG Editor, Ms. Humaira Bilal, for her editorial works and efforts to guarantee the special issue to be smoothly pub-

lished, and for her collaborations from the thematic issue proposal till to now. The work was sponsored by National Natural 
Science Foundation of China (Grant No. 61370220), Program for Innovative Research Team (in Science and Technology) in 

University of Henan Province (Grant No.15IRTSTHN010) and Plan for Scientific Innovation Talent of Henan Province (Grant 

No. 134100510006). 
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