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CSCW system access control based on trusted computing
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Abstract : The trustworthiness of termina platforms was not ensured efectively and the integrity of
security policies and upper application was not implemented in existing CSCW systems. Therefore,
trusted computing-based access control architecture for CSCW and roles based delegation policy be-
tween collaboration workstations were presented. The security policies and sharing object key dissem-
ination protocol , role delegation one and policy integrity enforcement one were respectively described.
An example shows that owing to constructing a general entity-platformrapplication trust chain, the
trusted cooperative entity identity and the access control platform were provided in the architecture,
and the integrity of policies was implemented on the platform in alocal workstation through platform
remote attestation and policy distribution. Moreover , the capability of cooperative work wasimproved
and the burden of the centralized policies that was executed on server side is lessened.

Key words: computer supported cooperative work (CSCW) ; access control ; trusted computing; policy

enforcement ; role delegation
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