
DOI: 10.4018/IJCAC.2021040102

International Journal of Cloud Applications and Computing
Volume 11 • Issue 2 • April-June 2021


Copyright©2021,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



17

A Novel Spatio-Temporal Access 
Control Model for Online Social 
Networks and Visual Verification
Lanfang Zhang, College of Information Engineering, Henan University of Science and Technology, China & Henan 
International Joint Laboratory of Cyberspace Security Applications, Henan University of Science and Technology, China

Zhiyong Zhang, College of Information Engineering, Henan University of Science and Technology, China & Henan 
International Joint Laboratory of Cyberspace Security Applications, Henan University of Science and Technology, China

Ting Zhao, College of Information Engineering, Henan University of Science and Technology, China & Henan 
International Joint Laboratory of Cyberspace Security Applications, Henan University of Science and Technology, China

ABSTRACT

Withtherapiddevelopmentofmobileinternet,alargenumberofonlinesocialnetworkingplatforms
andtoolshavebeenwidelyapplied.Asaclassicmethodforprotectingtheprivacyandinformation
security of social users, access control technology is evolving with the spatio-temporal change
ofsocialapplication requirementsandscenarios.However,nowadays there isa lackofeffective
theoreticalmodelofsocialspatio-temporalaccesscontrolasaguide.Thispaperproposedanovel
spatio-temporalaccesscontrolmodelforonlinesocialnetwork(STAC)anditsvisualverification,
combinedwiththeadvantagesofdiscretionaryaccesscontrol,usingformallanguagetodescribe
theaccesscontrolrulesbasedonspatio-temporal,andreal-lifescenariosforaccesscontrolpolicy
description,realizesamorefine-grainedaccesscontrolmechanismforsocialnetwork.Byusingthe
accesscontrolverificationtoolACPTdevelopedbyNISTtovisuallyverifytheproposedmodel,the
securityandeffectivenessoftheSTACmodelareproved.
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INTROdUCTION

Withtherapiddevelopmentofonlinesocialnetwork,onlinesocialnetworkingplatforms,toolsand
applicationssuchasTwitter,Facebook,LinkedIn,QQandWeChatareconstantlypenetratinginto
people’sproduction,lifeandsocialactivities(Pangetal.,2015;Liuetal.,2019).Usersspendalot
oftimeononlinesocialnetworkingandcommunicationeveryday,andalargeamountofsocialdata
andinformationspreadthroughonlinesocialnetwork(Yinetal.,2019;Zhang,etal,2019).Inthe
environmentofsocialbigdata,userdatahasastrongercorrelationthanbefore.Withtheincreaseof
data,userinformationiscorrelatedandmatched.ComparedwiththetraditionalInternetenvironment,
itbecomeseasiertoaccess,collectanddisseminateusers’information,anduserscannoteffectively
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controltheirpersonalinformation.Whileenjoyingtheconvenienceofsocialtools,usersalsofaced
withsuchproblemsasunauthorizedaccess,datatheft,informationfraud,personalprivacydisclosure,
etc.Socialnetworkinformationaccesscontrolhasbecomeaconcernofpeople(Maetal.,2019;
Yamaguchietal.,2019;Gupta,etal,2019).Therefore,usersneedtoeffectivelyprotectandsupervise
personalinformationthroughprivacyprotectiontechnologyatthesource(Luoetal.,2018).Asa
classicmethodofinformationsecurityandprivacyprotection,accesscontroltechnologycanbeused
toformulatecompleterulesandpoliciesfordifferentsocialscenariosofusers.Suchtechnologyis
thekeytechnicalguaranteeforachievingvirtualcyberspacesecurity(Huetal.,2013;Ahmedetal.,
2016;Gupta,etal,2018).Intheonlinesocialnetworkenvironment,theexistingaccesscontrolmodel
distinguishesaccesssubjectsandobjectsbasedonuserroles(Ulltveitetal.,2016),attributes(Weiet
al.,2018),relationships(Chengetal.,2016;Buietal.,2019;Chenetal.,2014),tags(Zhangetal.,
2016),groups(Huetal.,2018),andsoon,anditalsodescribesandimposesvisitor’saccessrights
andoperationstodifferentresources.

With the continuous emergenceof new scenarios and applicationsof online social network
(Zheng,et.al,2019;Sahoo,et.al,2019),practicalapplications,suchassecuritycontrolmechanisms
(Fangetal.,2017)andpersonalprivacyprotection(Maetal.,2017),haveappeared.Literature(Xueet
al.,2018)and(Baserietal.,2018)proposeanattribute-basedlocation-awareaccesscontrolmechanism
inthecloudenvironment,whichflexiblycombinesuserattributesandlocationtoachievefine-grained
controlofdata.Literature(Hsuetal.,2016)and(Lietal.,2016)proposeanaccesscontrolmodel
basedonlocationattributeawarenessinthesocialnetwork,andverifythefeasibilityofuserbehavior
throughlocationattributesandfine-grainedcontrolofaccesstousers’sensitivelocationinformation
insharedcontent.Literature(Yangetal.,2016)suggestsaprovablysecureaccesscontrolscheme
basedontimedomainattributesinthecloudenvironment,allowinguserstodecryptvideocontent
withinaspecifictimeperiod.Literature(Fanetal.,2017)proposesamandatoryaccesscontrolmodel
withspace-timeconstraintsinthecollaborativeenvironment,accordingtoBLPmodel,tasks,time,
andspaceareconsidered.

The widespread and in-depth application of social network constantly changes user needs.
Moreover,thefollowingnewscenariosemerge:

Scenario 1:Alicepostsagroupoffunnypicturesonthesocialnetworkplatform,butthepicture
contentisrelatedtopersonalprivacy.Shehopesthatthepicturescouldbeseenbyfriendsonly
forawhileforentertainment,andshewantstodeletethepicturesafter24hours.

Scenario 2:Bobpublishesdetailed informationofhis lost itemon thesocialnetworkplatform,
hopingtoretrieveitthroughtheplatform.However,heonlywantsthisinformationtobeseen
byfriendsinhiscity.

Scenario 3:Charlie’srelativeshadlostandhepostedanoticeonsocialnetwork.Hehopesthathis
friendcancurrentlybrowsethepostandplanstodeleteitwithin24hours.Atthesametime,
onlyfriendsinthesamecitycanbrowsetheinformation.

Giventhespatio-temporalcharacteristicsofonlinesocialnetwork,socialplatformapplications
need fine-grainedaccess control rules andpolicies to ensure the securityof socialbigdata and
personalprivacy(Huetal.,2016).However,theserelatedworksisinsufficientfortheemergingnew
scenario,especiallyforlackingofthetheoreticalmodelofSpatio-TemporalAccessControl(STAC).
Ourresearchmotivationistoproposeanovelaccesscontrolmodelforonlinesocialnetworksand
realizeitsvisualverification.Themaincontributionfocusonconsiderstemporalandspatialfactors
comprehensively.Suchafeatureprovidesaccesstocontrolmodelingandtheoreticalguidancefor
theincreasingsocialnetworkapplicationscenarios.

Therestofthispaperisorganizedasfollows.Section2proposestheconstructionandformal
descriptionofSTACmodel.Section3describesthespatio-temporalaccesscontrolrulesofSTAC
model. Based on the above rules, security policies of the given social application scenarios are
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describedinSection4.Finally,Section5carriesoutinstrumentalverificationandcomparativeanalysis
ofSTACmodelproposedinthisarticle;finally,theconclusion,lookingforwardtothenextstep.

CONSTRUCTION ANd FORMAL deSCRIPTION OF STAC MOdeL

IntheSTACmodel,theaccessrequesteristheuser,andtheobjectisthemediacontent.First,theuser
initiatesanaccessrequesttothemediacontentandsimultaneouslyactivatesthesession.Eachuser
containsstaticattributes.Afteractivatingthesession,theaccesscontroldecisionmoduleextractsthe
staticsocialattributesanddynamicsocialattributesoftheaccessuser.Accordingly,themodulethen
decideswhethertograntpermissionsbasedonthespatio-temporalaccesscontrolrulessetbythe
object.Figure1showstheSTACmodelframework,whichcontainsthebasiccomponentsofsocial
users,mediacontent,session,socialsituation,spatiotemporalaccesscontrolrules,informationflow
controlrules,anddecisionmodule.

TheSTACmodelcanberepresentedbyasextuple(U, O, A, T, S, E),whichincludesthefollowing
components:

• U={u1, u2,…, un}isasetofsubjects(usersinonlinesocialnetworks);
• O={o1, o2,…, on} is a set ofobjects (media content for information sharing inonline social

networks);
• A={a1, a2,…, an}isasetofoperations(behaviors)byasubjectinanonlinesocialnetwork;
• T={t1, t2,…, tn}isasetoftimepointswhenthesubjectvisitstheobject;
• S={s1, s2,…, sn}isasetofphysicalspatiallocationpoints;and
• E={m, n}indicatesasetofaccessdevices(includingmobileandnon-mobile).

Definition 1 - Identity (ID):Eachsubject(object)hasauniqueidentityID,andtheidentityofthe
subjectIDisexpressedasSID={s.id1, s.id2,…, s.idn}(wherenrepresentsthenumberofsubjects
inthemodel).TheidentityofallobjectsIDisexpressedasOID={o.id1, o.id2,…, o.idn}(where
nisthenumberofobjectsinthemodel).

Figure 1. Access control model of online social network based on spatio-temporal (STAC)
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Definition 2 - Security Level (SL):(SL)Eachsubject(object)containssecuritylevelattributes.SL
(o.SL),andthesecuritylevelcanbeexpressedasSL={SL1, SL2,…, SLn}(wherenisthenumber
of security levels in themodel),SLmin≤SLi≤SLmax, andSLmin andSLmax are theminimumand
maximumsecuritylevels,respectively.Thepartial-orderrelationshipbetweensecuritylevels
canbeexpressedasSLi≤SLj,(SL, ≤),whichformsaboundedlattice.

Definition 3 - Momentary Access Period (TM):Eachobjectcontainsatemporaryaccessperiod
attribute,o.TM,whichisbetweenthetimepointwhenasubjectaccessesandthetimepointwhen
thesubjectaccessisforbidden.ThetemporaryaccesstimeintervalcanbeexpressedasTM={TM1, 
TM2,…, TMn}.Thatis,theaccessstarttimeandprohibitedaccesstimeofasubjecttotheobject
areTMsi,TMei,TMi=TMei-TMsi(whereTMsi≤TMei).

Definition 4 - Valid Time Interval (VTI):Eachobjectcontainsaneffectiveintervalattributeo.VTI
thatallowsaccessbyanysubject.TheeffectiveintervalcanbeexpressedasVTI={VTI1, VTI2,…, 
VTIn},VTIi=[VTIsi, VTIei],whereVTIsiandVTIeirepresentthetimepointswhentheobjectis
publishedandwhenaccessisallowedtoend(whereVTIsi≤VTIei),respectively.Thepartial-order
relationshipbetweeneffectiveintervalscanbeexpressedasVTIei⊆VTIei(whereVTIi=[VTIsi, 
VTIei], VTIj=[VTIsj, VTIej],VTIsj≤VTIsiandVTIei≤VTIej),and(VTI,⊆)formsaboundedlattice.

Definition 5 - Physical Space Scope (SP):Eachobjectcontainsthephysicalspacescopeattribute
o.SPthatthesubjectcanaccess.ThephysicalspacescopecanbeexpressedasSP={SP1, SP2,…, 
SPn}.EachphysicalspacescopeSPi={SPi1, SPi2,…, SPin}isasetofseveralphysicalspaceposition
points.Thepartial-orderrelationshipamongphysicalspacescopescanbeexpressedasSPi∝
SPj,(SP,∝),whichformsaboundedlattice.

Thispaperusestheoperators“≤”,“⊆”and“∝”toindicatethepartial-orderrelationshipamong
securitylevel,validtimeinterval,andphysicalspacescope.Auniquemaximumlowerboundisfound
inthesetofsecuritylevels,validtimeintervals,andphysicalspacescopes,whicharegovernedbyall
otheraccessclassesintheset.Auniqueminimumupperboundgovernsotheraccessclassesinthe
set.ThethreeattributesetsSL,VTI,andSPformboundedlattices,respectively,withtheoperators
“≤”,“⊆”and“∝”.ThethreepartialorderrelationshipsareshowninFigure2.

Example 1:Figure2(a)isthepartialorderingrelationbetweensecuritylevelsonSL={SL1, SL2, SL3},
whereSL1≤SL2,SL2≤SL3.Inthepracticalapplicationofonlinesocialnetworks,friendscanbe
dividedintothreesecuritylevelsfromhightolow,i.e.,{friends,friends-of-friends,friends-of-
friends-of-friends},andthevalueofeachlevelisexpressedas1,2,and3.

Figure 2. Partial ordering relation among security levels, valid time intervals, and physical space scopes of STAC model
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Example 2:Figure2(b)isthepartialorderrelationshipamongvalidtimeintervalsonVTI={VTI1, 
VTI2, VTI3, VTI4},whereVTI1⊆ VTI2,VTI1⊆ VTI3,VTI2⊆ VTI4,VTI3⊆ VTI4.Assumethatthe
unit of timeusedby theonline social network system is day, and an example is given that
cansatisfysomeexamplesVTI1=[2018/10/01,2019/12/31],VTI2=[2018/03/01,2020/05/01],
VTI3=[2018/05/01,2020/10/01],andVTI4=[2018/01/01,2020/12/31].

Example 3:Figure2(c)isthepartialorderrelationshipamongspatialscopesonSP={SP1, SP2, SP3, SP4},
whereSP1∝SP2,SP1∝SP3,SP2∝SP4,andSP3∝SP4.Wetakeanexamplethatcansatisfysomeorders,
SP1={UnitedStates},SP2={UnitedStatesandMexico},SP3={UnitedStatesandCanada},and
SP4={NorthAmerica}.

Definition 6 - Access Equipment (E):Eachobjectcontainstheattributesoftheaccessdeviceused
bythesubject.TheaccessdevicecanbeexpressedasE={m, n},wheremismobile,andnis
non-mobile.

Definition 7 - Action (A):Theoperation(behavior)thateachsubjectcaninitiateontheobjectcanbe
expressedasA={Post, Delete, Browse, Comment, Share},thatis,thebehaviorincludesposting,
deleting,browsing,commenting,andsharing.Intheaccesscontrolmodel,thesebehaviorsare
completedbythestatetransitionfunction,andthesubjecttransitionsfromonestatetoanother
bycallingthestatetransitionfunction.Thestatetransitionfunctionisdefinedasfollows:
◦ Post(u, o, SL, TM, VTI, SP, E, t0):Thesubjectupublishesanobjectowiththesecuritylevel

ofSL,momentaryaccessperiodofTM,validtimeintervalofVTI,physicalspacescopeof
SP,andaccessdeviceofE;

◦ Delete(u, o, t0):Thesubjectudeletestheobjectoatt0;
◦ Browse(u, o, t0):Thesubjectubrowsestheobjectoatt0;
◦ Comment(u, o, t0, SL, v):Thesubjectucommentstheobjectoatt0,generatingversionv

withthesecuritylevelofSL;
◦ Share(u, o, t0, SL, TM, VTI, SP, E, v):Thesubjectusharestheobjecto,generatingversion

vwiththesecuritylevelofSL,momentaryaccessperiodofTM,validtimeintervalofVTI,
physicalspacescopeofSP,andaccessdeviceofE.

Definition 8 - Information Flow: When the subject accesses the object, a corresponding
information flow is generated, and the symbol “→” indicates the flow of information.
Informationflowiscontrolledaccordingtothepartialorderrelationshipbetweenthedefined
securitylevels,validtimeintervals,andphysicalspacescopes.Thispaperusesinformation
flowtoensuretheflowdirectionofinformation.Throughinformationflowcontrolrules,
weobservehowinformationflowsfromonesubject(object)toanother.Whenthesubjectu
browsesobjecto,theinformationflowsfromtheobjectotothesubjectu;whenthesubject
ucommentsatobjectoandgeneratesversionv,theinformationflowsfromthesubjectu
toobjectv;whenthesubjectusharesobjectoandgeneratesanewversionv’,information
flowsfromobjectotoversionv’.

Definition 9 - Access Control Rule Set (RS):RSisasetofallaccesscontrolrulesinanaccess
controlsystem.Amongthem,RSi∈RS(i=1, 2,…, n)describestheaccesscontrolrulesofactionA
performedbysubjectuonobjecto(nrepresentsthenumberofaccesscontrolrulesinthesystem).
TheaccesscontrolrulesareprovidedbythefunctionRSi: accept←conditionfordefinitionand
judgment,where“condition”isalogicaloperationexpression,connectedbyoperators“∧”and
“∨.”Ifthefunctionisestablished(theobjectoacceptstheaccessoperationAofthesubjectu),
thatis,the“condition”logicalexpressionisaccepted,eachexpressioninthelogicalexpression
needstobesatisfied.Otherwise,accessisdenied.Aftertheaccess,accessoperationswillchange
theattributesorrelationshipsbetweenthesubject(user)andobject.Hence,RSei(wherei=1, 
2,…, n)isusedtodescribetheresultsafteraccess,wherenrepresentsthenumberofaccess
controlrulesinthesystem.
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STAC MOdeL SPATIO-TeMPORAL ACCeSS CONTROL RULeS

Presentyourperspectiveon the issues,controversies,problems,etc.,as theyrelate to themeand
argumentssupportingyourposition.Compareandcontrastwithwhathasbeen,oriscurrentlybeing
doneasitrelatestothearticle’sspecifictopicandthemainthemeofthejournal.

Accordingtothedefinitionofstatetransitionfunction,theaccesscontrolrulesofSTACmodel
aredescribedformally.Thestatetransitionfunctiondescribesthechangeofsystemsecuritystate
causedbythechangeofthevalueofsecuritystate.

Intheaccesscontrolrule,Uoisusedtorepresentthesetofobjectscreatedbythesubjectu,and
Ovrepresentsthesetofversionsofobjecto.o.oidandv.oidrepresenttheoriginalowneroftheobject
oandtheoriginalobjectofversionv,respectively.Meanwhile,thetreetrisintroduced,create_tree(tr, 
root, o.id),add_child_tree(tr, o.id, node1, v1.id, node2, v2.id),anddelete_tree(tr, o.id)meantocreate
atreetr rooted as o.id;anode2withthevalueofv2.idisaddedtoachildnodenode1(therootisv1.id)
onthetreetr(therootiso.id);andthetreetrwiththerooto.idofisdeleted.

Inthefollowingrules,thesubjectuisnotnecessarilytheownerofobjecto,andobjectomay
notbetheoriginalobject(maybeanewversionobjectsharedbyothersubjects).

Rule 1: (Post rule) At t0, the subject u publishes an object o with the security level of SL0,
momentaryaccessperiodofTM0,validtimeintervalofVTI0,physicalspacescopeofSP0,and
accessdeviceofe;whereSL0isconstrainedbytheminimumupperboundandmaximum
lowerboundofthepartiallyorderedsetSL;validtimeintervalstartsatt0,andmomentary
accessperiodTM0isshorterthantheaccessperiodofvalidtimeintervalVTI0=[t0, VTI0e].
AftercompletingPostoperation,objectoisincludedinthelistofsubjectu(therootofthe
treetr o.idisoitself);originalsubjectoftheobjectoisu,andtheoriginalversionisv0.
Theversionsetoftheobjectocontainstheversionv0andcreatesatreetrwitharootof
o.id.Rule1canbewrittenasfollows:

RS accept a Post u o SL T VTI S E t

o SL SL

M P1 0 0 0 0 0

0

: ( ( , , , , , , , ))

( . )

← =
∧ = ∧ (( . ) ( . )

( ) ( . ) ( )

(

oT T oVTI VTI

T VTI t o S S E e

M M

M e P P

= ∧ =
∧ ≤ − ∧ = ∧ =
∧

0 0

0 0 0 0

SSL o SL SL

RS o U ooid u v oid v v O

creat t

e o v

min max. )

: , . , . , ,

_

≤ ≤
∈ = = ∈1 0 0

rree tr root o id( , , . )



Intheaboverule,SL0,TM0,VTI0,andSP0aresetbytheuser(orrecommendedbythesystemand
ultimatelydecidedbytheuser).InSection4,wediscusshowtodefinetheinitialvaluesSL,TM,VTI,
andSPinrealapplication.

Rule 2:(Deleterule)Atthetimepointt0,thesubjectudeletesobjecto.Theconditiontobesatisfied
isthatthesubjectuistheownerofobjecto(whereobjectomaynotbetheoriginalobject,but
itmustbethesubjectpostedorsharedbythesubjectu),andthesubjectohasbeenpostedat
t0.AftercompletingDeleteoperation,objectoisnotinthelistofthesubjectu,andtheending
timeofvalidtimeintervalofobjectoist0.Whendeletingtheversionsetofobjecto,allthe
versionsofobjectointro.oidaredeleted,wheretreetro.oidiscomposedofthelastPostandShare
operations.Rule2canbewrittenasfollows:
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RS accept a Delete u o t

o U ooid u t oVTI

R
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2 0
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∧ ∈ ∧ = ∧ ∈
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Rule 3:(Browserule)Attimepointt0,thesubjectubrowsestheobjecto.Theconditiontobesatisfied
isthatthesecuritylevelofthesubjectuisnotlowerthanthatoftheobjecto,andtimet0iswithin
thevalidtimeintervalofobjecto.Inaddition,physicalspacelocationpointisincludedinthe
physicalspacescopeattributeoftheobjecto,andtheaccessdeviceistheaccessdeviceefor
theobject.AftercompletingBrowseoperation,thesetofpointsintimewhenthesubjectucan
accesstheobjectostartsfromt0andendsatt0plusthemomentaryaccessperiodandtheend
timeofthevalidtimeinterval.Theinformationflowsfromtheobjectotothesubjectu.Rule3
canbewrittenasfollows:

RS accept a Browse u o t

o SL u SL t oVTI u s

3 0

0

: ( ( , , ))

( . . ) ( . ) ( .

← =
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Rule 4:(Commentrule)Attimepointt0,thesubjectucommentsatobjecto.Theconditiontobe
satisfiedisthattheinformationcanflowfromobjectotothesubjectu,i.e.,thesubjectucan
readobjecto,whichconformstoRule3.Atthesametime,thesecuritylevelofthenewversion
vgeneratedafterthecommentisdefinedasSLv,andthesecuritylevelofvisnotlowerthanthat
ofthecommentsubjectuandnothigherthantheminimumupperboundofthepartiallyordered
setofSL.AfterCommentoperation,anewversionvofobjectoiscreated,inwhichtheversion
setofobjectoincludesversionv,andthemomentaryaccessperiodisthesamewiththatof
objecto.Thevalidtimeintervalstartsfromthecurrenttimet0,withtheendingtimethesame
withthatofvalidtimeintervalofobjecto,andthephysicalspacescopeofversionvisthesame
withthatofobjecto.Rule4canbewrittenas:

RS accept a Comment u o t

o u v SL SL u

SL vv

v

4 0: ( ( , , ))

( ) ( . ) ( .

, ,← =
∧ ∃ → ∧ = ∧ SSL SL SL
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v
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Rule 5:(Sharerule)Atthetimepointt0,thesubjectusharesobjecto(theversionofobjectomay
notbetheoriginalversionv0)andcreatesnewversionv.Theconditiontobesatisfiedisthat
theinformationcanflowfromtheobjectotothesubjectu,i.e.,thesubjectucanreadobjecto,
whichconformstoRule3.Atthesametime,thesecuritylevelofthenewversionvgenerated
after thecommentisdefinedasSLv,andthesecuritylevelofv isnot lowerthanthatof the
commentsubjectuandnothigherthantheminimumupperboundofthepartialorderingsetof
SL.Themomentaryaccessperiodofversionvisnotgreaterthanthatoftheobjecto.Thevalid
timeintervalstartsfromthecurrenttimet0,andtheendingtimeisnotgreaterthantheendof
validtimeintervaltimeofobjecto.Thephysicalspacescopeofversionvisincludedinthe
spacescopeofobjecto,anditsaccessdeviceisincludedintheaccessdeviceofobjecto.After
completingShareoperation,thesubjectucreatesanewversionv.Theversionsetofobjecto
includesversionv,whichisaddedtothetreetr(therootiso.oid),withthenodeofnode2(value
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isv.id).Theparentnodeisthenode1ofobjecto(valueiso.id),andtheinformationflowsfrom
subjectutoobjectv.Rule5canbewrittenas:

RS accept a Share
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deSCRIPTION OF MOdeL STRATeGy IN APPLICATION SCeNARIOS

Inthissection,for thespecificapplicationscenariosexemplifiedinChapter1,policyanalysis is
performedbythespatio-temporalaccesscontrolrulesinChapters3.Next,accesscontrolpolicies
aresetaccordingtothreescenarios.

Scenario 1:Alicepostsherfunnyphotosontheplatform,butshehopesthattheywoulddisappear
immediatelyafterherfriendsbrowsethem,andthesystemcoulddeletethephotosautomatically24
hoursaftertheyareposted.Then,whenAlicepoststhephotos,sheneedstolimitthemomentary
accessperiodto5seconds,thevalidtimeintervalto24hours,andtheaccessdevicetobea
mobileterminal.AccordingtoAlice’sneedsandcontrolrules,wesetaccesscontrolpolicy1:

P accept a Post u o SL T VTI S E t

oT s o

M P

M

1 0 0 0 0 0

5

: ( ( , , , , , , , ))

( . ) (

← =
∧ = ∧ .. [ , ]) ( )VTI t t h E m= + ∧ =0 0 24



Scenario 2:AfterBobpostsinformationabouthislostitemsontheplatform,hehopesthatonly
friendsinthesamecitycouldseethisinformation.Then,whenBobpoststheinformation,he
needstosetthespatialscopeto“VisibleintheSameCity,”andtheaccessdevicetobeamobile
terminal.AccordingtoBob’sneedsandcontrolrules,wesetaccesscontrolpolicy2:

P accept a Post u o SL T VTI S E t

o S Visib

M P

P

2 0 0 0 0 0: ( ( , , , , , , , ))

( . "

← =
∧ = lle in the Same City E m    ") ( )∧ =



Scenario 3:Charliepostsinformationontheplatform,buthehopesthatthepostwouldbedeleted
automaticallyafter24hours,disappearimmediatelyafterbrowsing,andonlyaccessiblewithin
thesamecity.Then,whenDavidpoststheinformation,heneedstolimitthemomentaryaccess
periodto5seconds,validtimeintervalto24hours,spatialscopeto“VisibleintheSameCity,”
andtheaccessdeviceisamobileterminal.AccordingtoCharlie’sneedsandcontrolrules,we
setaccesscontrolpolicy3:

P accept a Post u o SL T VTI S E t

oT s o

M P

M

4 0 0 0 0 0

5
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Accordingtothedescriptionoftheabovethreeapplicationscenariosandthesettingoftheaccess
controlpolicyforeachscenario,STACmodelproposedinthisarticlecontrolsthetimeandspaceof
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informationaccess.Throughmorefine-grainedaccesscontrolpolicysettings,theprivacyofsocial
usersisensured.Hence,theproposedmodelisfine-grained,dynamic,andcontrollable.

VISUAL VeRIFICATION ANd COMPARATIVe 
ANALySIS OF ACCeSS CONTROL MOdeL

Visual Verification of Access Control Model
TheAccessControlPolicyToolwasdevelopedbytheNationalInstituteofStandardsandTechnology
NIST,whichcansimulatedifferentaccesscontrolpoliciesandpolicyenvironments(Huetal.,2016).
ACPTprovidesGUI templates forcomposingaccesscontrolmodels,NuSMV(SymbolicModel
Verification)modelcheckertoverifythesecurityrequirementsofaccesscontrolmodelsthrough
symbolicmodelverification,GeneratedbyNIST’scombinationtestingtoolACTSThecompletetest
caseofXACMLstrategygeneratestheoutputasaverifiedmodel.ACPTperformsallgrammatical
andsemanticverificationthroughthesefourmainfunctions,aswellasaninterfaceforwritingand
combining access control models for access control strategies; ACPT ensures the efficiency of
specifyingaccesscontrolmodelsandeliminatesthemanufacturingofdefectiveACmodelsandthe
possibilityofleakinginformationorprohibitinglegalinformationsharing.

TheSTACmodelproposedinthisarticlerulesareinputintotheABACmodelframework,
as shown in Figure 3 (a), and the access control strategies of the three realistic scenarios
areinputintotheWorkFlowmodelframework,asshowninFigure3(b).TheABACmodel
frameworkandtheWorkFlowmodelframeworkseparatelyverifythesecurityofaccesscontrol
rulesandreal-worldscenariopolicies.Theruleverification isshowed inFigure4 (a),and
thethreescenariosareshowninFigure4(b),Figure4(c)andFigure4(d).Testcasesare
obtainedandXACMLfilesareexported.

TheSTACmodelproposedinthispaperverifiestheconsistencyandsecurityofaccesscontrol
rulesandaccesscontrolstrategiesinreal-worldscenariosundertheABACmodelframeworkand
WorkFlowmodelframeworkoftheACPTtool,andgeneratestestcasesandXACMLlanguagefiles.

Comparative Analysis of Access Control Models
TheSTACmodelproposedinthispaperiscomparedwithseveralaccesscontrolmodelsinthesocial
networkenvironmentinLiterature(Pangetal.,2015;Chengetal.,2016;Chenetal.,2014;Han
etal.,2016;Huetal.,2018).AsshowninTable1,“√”meanssupportCorrespondingfunctional
characteristics.

Reference(Pangetal.,2015)proposesanonlinesocialnetworkaccesscontrolmodelthatincludes
users,userrelationships,andpublicinformationforpublicinformationsecurityissues.Reference
(Chengetal.,2016) foravarietyofuser relationship types, combinedwith twopath inspection
algorithmstodeterminewhethertheuserhasarelationship,proposedauseraccesscontrolbasedon
userrelationship(UURAC)model.Literature(Chenetal.,2014)proposedanaccesscontrolmodelfor
multimediasocialnetworkbasedonhouseholdtype,closeness,contentsharingdepthandtrustdegree.
Therearenoconsiderationgiventothecontroloftheuser’sdynamicattributesandenvironmental
attributes.Literature(Hanetal.,2016)proposedanattribute-basedaccesscontrolmodelABAC-MSN
undermultimediasocialnetworks,whichcomprehensivelyconsiderstherelationshipamonguser
attributes,environmentattributes,resourceattributes,andusers.Onlymultimediaaccessoperations
areconsidered,andnocomplexinteractionssuchascomments,reposts,andsharingbyusersunder
socialnetworksareconsidered.Literature(Huetal.,2018)proposedagroup-basedaccesscontrol
(oGBAC)frameworkforonlinesocialnetworktopreventprivacyleakagewhensharinginformation
within or between groups in OSNs. The oGBAC model lacks control of relationship depth and
environmentalattributes.
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Figure 3. Setting access control rules and three scenario policies
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Figure 4. Access control rule and three scenario verification

Table 1. Comparative analysis of access control models in social networks

Literature Pang et al., 
2015

Cheng et 
al., 2016

Chen et al., 
2014

Han et al., 
2016

Hu et al., 
2018

This 
article

UserStaticAttributes √ √ √ √ √ √

UserDynamicAttributes √ √ √

RelationshipDepth √ √ √ √ √ √

Trust √ √ √

ResourceAttribute √ √ √ √ √ √

MultipleOperatingBehaviors √ √

Environmentalattributes √ √
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CONCLUSION

Theemergingandpopularityofspatio-temporalessentialfactorsunderonlinesocialnetworkshas
put forward higher requirements for the access control modelling. This paper proposes a novel
spatio-temporalaccesscontrolmodelforonlinesocialnetworks(STAC)anditsvisualverification,
which takesaccount timeandspace factors intoconsideration,and real-life scenarios foraccess
controlpolicydescription,establishesamorefine-grainedanddynamicaccesscontrolmechanism
forsocialnetwork.ByusingtheaccesscontrolverificationtoolACPTdevelopedbyNISTtoverify
theproposedmodel,thesecurityandeffectivenessofSTACmodelareproved.Theproposedmodel
issuitableforsomecomplexscenariosoftheemergingonlinesocialnetworks,suchassecurityand
privacyconcernedapplications,wheretheeffectiveaccesscontroliscrucialandindispensable.The
nextstepistoexploresocialcontextsecuritytheoryandtheimpactofpotentialintentofsocialusers
onthedynamicchangeofonlinesocialnetworkaccesscontrolmodeling.
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