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3
ey Rule_Granu : :=<Permission>|<Role>|<Role-Permission>
Rule_Colli ::=<Delegator>|<Delegatee>|<Rule_Granu>|
<Mutex_Granul>|<Mutex_Granu2>
@ Rule_Step : :=<Single>|<Multi>
1 UCOND Rule_RevoMode : :=<Non_Cascade>|<Cascade>|<Delegtor>
1 UCOND UCOND |<System>|<Granu_Independent>|
<Granu_dependent>
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Dlgtor Dlgtee Reso
2 Permission Context Context Digfor
Reso Permission Dlgtee Dlgtee
3 Dlgtor
<Delegation> ::=<DIgtor><Dlgtee><Reso><Perm>
4 <Contexts>
6
<Delegator>: :=<DIgtor 1ID><DIgtorAttr><Permission>
<Delegatee>: :=<DIgtee1D><DIgteeAttr><Permission>
<ReSOUICE> - *=<Reso I D><RESOALEI> <Revocation> ::=<DIgtor><Dlgtee><Reso><Perm>
<Permission>::=<Read>|<Write>|<Execute>|<Copy>| <Revolode><Step>
<Modify>|<Delete>| ( )
<Cascade_Delegation>|<Abstract Perm>
2 UCOND UCOND
UCONABC
RM
1 (Dlgtor_Attr)
( ) 1 C-DRM
2 (Dlgtee_Attr) (
3 (Reso_Attr) / )
2 S-DRM C-DRM
«c 7 )
<Dlgtor_Attr>::=<Status>|<Role>|<SecurityLevel> 3 UCOND
<Dlgtee_ Attr>::=<Status>|<Role>|<SecurityLevel> S-DRW
<Reso_Attr>: :=<Status>|<Security Level>
3 UCOND 4 UCOND
UCOND C-DRM
C-DRM
<Context>: :=<Envi ronment><Attributes><Rules> Delegation Certificate(DC)
4 DC DC
delegator
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Digtee, C-DRM DeleRequest(delegator,delegiee.resource, permission) delegatee [0 delegator %1% resource
permission HIEFEWT K.

Digtor, C-DRM DeleVerify(delegatec.delegalor,permission,context) #55 context FhE C-DRM T ELH
SE-

Dlgtor, C-DRM DeleAnswer(delegator.delegatee,result) FISEEE K 45 delegatee.
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UCOND:Research on Usage Control Delegation Model and Key Technology
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Abstract:The paper analyses the behavior of delegation in UCON,presents a usage control model with delegation
UCOND,and describes its framework with Client-Server Reference Monitors and key core functions.UCOND supple-
ments UCONABC,and resolves the delegation of Usage Control having more mature and applied features.
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