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Rolc-based access controi and object-oriented modeling
ZHANG Zhi-yong

(School of Electronic and Information Engineering, HUST, Luoyang 471003, China)

Abstract: Access control is a research direction of information security, Role-based access control is a model that is widely researched
in theory and application aspects now. The characters and security rules of RBAC96 model family are introduced in detail firstly, and
in the basis of object-oriented thinking, static and dynamic models of RBAC96 are given by using UML. This method reduces gap

between theory models and application development, and is beneficial to OOA and OOD in information system security.
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SRR A T R S A, HPE T AN K
B (RBAC) AL BT 2 B T R E ki, LR RE
THRAARSZEHNA. B, S AAREERERS, W
Sybase ASE12.5, Oracle 8i. Informix &2 4 St 3L 7 RBAC96 #
B PR AEY . ZEBUR . AT K B AL, 1
FRAKMRELFREZRXUMNERRE, ERIER
AN EWEAFHT RBACHR, RKERARLTHIERS
BRzat.
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2.1 RBACY6 &I 1)

RBACO6 R [ —A> £ B4 s R AEF P AR 2 1A 5
NABBXAMS, 3B ESHE A A B SR
] 422 41 SREME o AN [ 9 £ 580 2 BT IR R A E9 AR IR ¥4 T A L B
R,MAPEAESAERMRR, XFEERS T XEAAER
BURR o fB 68 AT AAR A 52 b 20407 B 40 41 0 R M) AR BR 3 ke kil
G, MHEFR P BT AR BB IE AU R &SR 2 T AR R £
. ATF—AMEERERAFP BRSO RSRD, WX
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IKFEHHD: 2003-09-16.

SEEEBETRETHENMENRE, FARBEER
B i Z ol B PR S 22 A T SR R B AR .
2.2 RBACY6 £ BHEE R F 1L b

U AP (user): FEEMNENMAENRETEHBR
Ao

(D) 5 (role): KB —EALNH— TR M TAER
R, RTEZABHAPKBREE —ENBR. £—RS1E
FIENy, R4 B 5GSBS I A A RE KA
e,

(3) ¥ ] (permission): 1E g 2 &t £ 7k 1) A X & A BEAT 4%
B R U ) R AR AR .

(4) 218 (session): —AF P A0t BT B I A G SR P VA R
AEEZRNBE KR, BHNERE. £—REETE
o, P B B A A BT XY R A AR

EXFHFEE4UREVEFAF uviENAEE,
ARWEV)ERFAH P uIEKRABE PORTA G A
PR 4E,S(ue U F P u & iE &Y.

PACPRPA R HATEIH P Z N EZHIRER .

UACSURUA 2R FEAANENZHXR.

RH SRR, RH BA A L —MRFRE, R A AE
BERFREIZEMAR, —Bid A=,

roles(S) < {31/ =1)(user(S,),r) EUAL}

EEEN: KEBD 1975, B, WEHZA, Hd, FATANELEES. THRAEHERA.
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User:S—U, ¥ &4 1% WU 3] — A 7 1 B8 B User (S).
roles: S22 B XM EE S E— N AGESREEREHN
Beit, BE AT E) B AR AR T AR AL, TS 0E Si I3 AL Ur Eroles(Si)
{pl(p,;r) EPA}.
5B XK 1 exes(u,s): I F v BB PUAT & 15 8,15 exep(u,
p): AP u BB HAT I p.
MWL mR—ANAHFPARESETAE, WS —
Vu,sueU,sE€S)(exes(u,s)=RW#=D)
BN 2: AP — RSB RERA A LSRR E T
.
Vu(we U)ARWSRW))
HU 3: F 7 BT BRRAT R F BT A A0 R R BR A A BT A
H Y.
Vu(weU)( exep(u,p)=> rr € AR A\p“P[))
2.3 RBACY6 BB K kG = 55451
D BRER.: @) ARAROR— M HAAMNE—
TR, BHACKHERXRFRLVAFEN. LEA
B RLGRART E A AT, FHETTRIE —2RE N
BREUHY. AEBHNERRRBT —MiTFXRER, HEER
P R R A
Q) AEBNR: AEBRSEREERFELAGBARRN
ABE—NTHPBIEEFRE—NRFFIHESER, AR
s LA, TUESETRHR N ZEEE.
FEERAEAET AN ER MR, &
A I AE RBAC BRI PRk i), BER AN A R g+,
HEZEREFTERK - HFEH. REBENNHRAE
RBAC HRZ! (¥ SR BT AR o, ¥ JLAE 0 M B0 SR — T fim BA
57/

3 EmEMKRME —FRES (UML)

31 HEEMNREFENES

HRXNBEMTERLE—FEHANR, K., &, HE R
T BRI B S R E R S R B I R 7R
E X R RMFEARBER: NIRRT EREENE
PEEIHEREERERE, FEREMET R TS
HAARBEROEETR. WANETENEERE RS
32 #—#EET (UML) REEXRT

1997 £ 1 H Rational %44 /A 7] #7 3 {1 %3 Grady Booch.
Jim Rumbaugh FI Ivar Jacobson TE &3 H T 1 A S S R 41
ZHIYE Z UML (Unified Modeling Language, & # UML) 1.0 %,
XE OO PR EEMMERMFHHE. UMLIEFTHH
MBS T H—HEHENREITRTE

AL A R AR A T R R T v ) S R VR I — KA A
UML S RAREEXTHAMNTE, FAFRERZARTA
1 P £ R B 7 5 AU SC AR AT R R AR O T dr
XERBRSTNLFHFEENENHZMER, EEXE
TR UML oKL . UML BRENEENETHS
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FKEL 9RO ERAMR, 43N AGE . BEEITAE KL
B EY, b

(1) B 41 &l (use case diagram) : W\ P BB RS Th
B, I & ThRRIIEA .

(2) £ 75 [ (static diagram) : 15,3525 & (class diagram) . 5
% & (object diagram) 14, B (package diagram) . KBk R
GhRWBEEN, MU X RET K, BRBZAMEE
RUREL K. BE LS, LARERM NI (K
BHERAERE) .. KEHRKE—MBESXR, EREHEDN
EHBRPHEERN. NEEEERE LA, LTFHERS
REZEMAARE. 2R FEESETHEEERERN
ENMEEFNMARSIFMNR, ANSHAAREREHE
— M FHBREY . AREANRAR, ErEE5AZ RN
KB QA THRRRARN G EEW.

3) 22 H.[H (interactive diagram) : Zh & @ —Fh AL E,
HIRXT R B AT T KR, BI5)0F B (sequence diagram) f1 &
| (collabration diagram) . N7 E BRI &7 HMIAE
fERR, BRAXN S ZEE B RENE T §EREE
AAWEBEFEEERE, BERALETHXCR. XHH
B 2 (8@ ik vy ¥4k 84 T & (Rational Rose 2002) H] BLAH &
4.

4 ETHEXNKBEMNRBAC RFER

41 RBACEHEMEN

H M RBAC %] ¥Z #9A b & — Ff B 415 20 1E B3 (K15 1)
HHEEE, FEREFTHNARENLZERENIFREL
THENBRRITFRETAGHRSE, —SFRETAHAOR
ZMESRSI AT A, HFXERAELELEMBRE
KAk, 534 — e X T [ B Ak B R R R, 1R R
BN TENTFRETFRERUFE—EHRAE. XLHELE
HAREGERAFEANR —ANRFWHER. AT HEERR
SHRBMREF R QI EE, RN R LK A%
RIar i 5 v, BRI T ) X 5 ) B AR ST RBAC HHAT &
G AR B E WY,
42 RBAC R HsasEE

X T RBAC MESEM, FTEHRM A RBAC BRI
NARSG IR, SRR AKE . 7E RBAC RS H ) &
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% /I ser Management
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System

Securityman
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Role Management

Session Creation

% /\:ﬂlt Configuration
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Regular User

Session Closing

Audit Query
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T+, EEHER AL
ShIhRE . X T IX T RE
W, R&EHA
FPEZESAUT 3 3.
REEHR . RERE
RMAREHEHR. X3
FKR 5 B 5E A [
BT/, BT 3REH
At RETHE R EM
RPmAatrEs; &
REERAREEAH
G E, I A e
HAN; R 5
HAREHITNR, BH
HitfE BE. & T&E
RPEBERERST
BUiE, ERARM
RE B9 D e, K < i
& RTH I ThAEMSE
B, W LUARSE KPR R 48
M ZIEREH, BR
¥EA BL Ll EREHK

BRERGBRHCRL, HREHELAT HitAE. BE

R

; System Admin

i 1: initiate ()

UA Interface

2:initiate )

7:selectuser ()

8:selectroles
—————

UA Control

-

4: showuserlist ()

>

-

6:showrolelist ()

9:5etUA ()

|

[ 12: showresuit O J

il

Regular User Regular Role UA Congtraint UA
3: getuserlist () E 5 E
™1 : '
5: getrole:list 0 : i
16:checkUA() ! ;
, 11:2ddUA O gl i
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ERBEERFURAE, EHRETHEEREEMNE
HEREARGNBREHTRERN. AFEWE 1R,
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Activates

1 (roles) ’

Session

L.+
A

establishes
(user) assigned to

UA 1'elation)1 N

RBAC ¥ ) £ & 54k &

inherits

4

assigned to
PA relation)

Permission

has has has | yser administrative user administrative
v v W | role role permission permission
0...*% 0..*
—’_[. 0. * ‘ has
Constraint
0...
UvA PA 1 session

B3 RBACRXZH

U

Qpnaujzr Role Permission Session B, MEARSGF U T LA BB LAk
&, d name name &y sessionid mainrole — £ [ e b ey
%p::::‘t,vu(‘,:gt g rolestatus % description &p time g dependrole CnE 2 i), WEETERMGRMES

&, rolescope & object %use.r & usernum (ﬁ%’{/ﬁ) , %W%/,\%Z,‘gj H"];é/% ﬁf?T@*ﬁ
@ createuser () & activeroles .
@ updateinfo () :createro!e [¢] : changedesc () ° 5 : createconst() (B 3R .

deleterole ) grantpermit (} createsession deleteconst () . N i

: ::;:::15: E)( ) @ changestatus() | |4 revokepermit ()| | @ closesession () 4@ realizeconst() BAKY BB X B IR Y Z RBAC &
Srovokerole EAGIE. I3 AT DR A2 R

fE . 3% BT M AR AT K4 BT A B
., SR A CMERFE ., TEFTHATE,
BEAISALX KN AR BEERMTE, FAHES
FEH BB AR XA RBACKI T B AR-
BAC (Administrative RBAC) [4F1F, #£75 T RBAC
BRVEHE A5 KDY ARABIT IR 3 AT K
UA..PA 0 Session, 43 7] 58 B F F* 43 ER F VA w] 43 B
LR AP BEh SR A3 AN TE KL .
EE2 S, Wi T &AM EBURE, A
FOABRGER 3R MREFENKES.
43 RBAC ZZMIENGRE

KFRBACHIB AR, ¥ EHERFH RBAC
BRAMNHRENZTERMARITHE. SF
RBAC RZE M AEK, XEHFHREAE, A7
RESEEMRRG A NS HIE. FHik, &
BRAAREREMIHFSEAGCHRIFE (XE
B l—RO AR EE. B 4 BAH o6
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%8 AccessMask BUE

& BX
GENERIC_ALL SR
GENERIC EXECUTE  #4T
GENERIC_READ i
GENERIC_WRITE =1
DELETE Wk

#&9 Option UfE
i) BX
GRANT_ACCESS  RIFFE. REREFHHEHRR &m

SET_ACCESS BEHH ARV ACE, FHENIEFH %
EH P BT ACE
DENY_ACCESS WEIE4 R ACE, R a4 AR

REVOKE_ACCESS  EUHBTE4 e m ﬁ f':_’Fw 1 ACE

# 12 InheritFlag B

A Y
CONTAINER_INHE/E;IT:K CE EBEHERPEENIETEHRMRZACE
INHERIT_ONLY ACE g B3R T BT H U4 & % ACE, [BA%)
BEERTRE
e HRET P04k %% ACE

OBJECT_INHERIT ACE

T8 R S

dwError = :: SetNamedSecurityInfo (FileName, SE_FILE
OBJECT,
DACL_SECURITY_INFORMATION,
NULL,NULL,NewAcl,NULL);

3 &% it

B F Windows RZIEMET FEH APTY, H—kH
Windows FEFH AL EHTEHTLUELEFLH. H
JEEZ ¥ APT R 04 A R SR BB T8 N 57 2%, a8 COM 4 15
W Windows RSN RE Y E I E Windows FEREE
P (4 Active Directory.Exchange Server JIS R 4% Media Ser-
vice %) BF AL EE R,
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